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ENDNOTES
1	 IBA	is	defined	in	the	Code	as	“the	collection	of	data	across	web	domains	owned	or	operated	by	different	entities	
for	the	purpose	of	delivering	advertising	based	on	preferences	or	interests	known	or	inferred	from	the	data	collected”	
(Code	§	I.A.).	Since	2015	the	NAI	has	also	formally	applied	the	Code’s	IBA	requirements	to	the	practice	of	Retargeting,	
defined	as	“collecting	data	about	a	user’s	activity	on	one	web	domain	for	the	purpose	of	delivering	an	advertisement	
based	on	that	data	on	a	different,	unaffiliated	web	domain”	(Code	§	I.C.).

2	 The	Code	imposes	requirements	with	respect	to	“Ad	Delivery	&	Reporting,”	(ADR)	which	are	separate	and	
distinct	activities	from	IBA.	ADR	is	defined	in	the	Code	as	“the	logging	of	page	views	or	the	collection	of	other	data	
about	a	computer	or	device	for	the	purpose	of	delivering	ads	or	providing	advertising-related	services.”	ADR	includes	
providing	an	advertisement	based	on	a	type	of	browser	or	time	of	day,	statistical	reporting,	and	tracking	the	number	of	
ads	served	on	a	particular	day	to	a	particular	website	(Code	§	I.B.).

3	 The	Code	covers	activities	that	occur	in	the	United	States,	or	affect	consumers	in	the	United	States.	While	the	
NAI	encourages	its	members	to	apply	the	high	standards	of	the	Code	to	their	IBA	and	ADR	activities	globally,	the	NAI	
only	evaluated	US-based	IBA,	Retargeting,	and	ADR	activity	for	the	purposes	of	this	compliance	report.	Unless	noted	
otherwise,	all	references	to	the	NAI	Code	and	NAI	App	Code	in	this	document	refer	to	the	2015	Update	to	the	NAI	
Code	of	Conduct	and	the	2015	Update	to	the	NAI	Mobile	Application	Code,	respectively.

4	 The	App	Code	defines	CAA	as	“the	collection	of	data	through	applications	owned	or	operated	by	different	
entities	on	a	particular	device	for	the	purpose	of	delivering	advertising	based	on	preferences	or	interests	known	or	
inferred	from	the	data	collected”	(App	Code	§	I.A.).

5	 NAI	membership	spans	various	technology	platforms,	including	demand	side	platforms	(DSPs),	supply	side	
platforms	(SSPs),	data	management	platforms	(DMPs)	and	audience	management	platforms	(AMPs).

6	 A	2014	study	shows	that	offering	relevant	advertising	to	visitors	benefits	smaller	websites,	providing	essential	
revenue	to	the	“long	tail”	of	web	content.	J. Howard Beales & Jeffrey a. eisenacH, an empirical analysis of THe Value of 
informaTion sHaring in THe markeT for online conTenT (2014),	http://www.aboutads.info/resource/fullvalueinfostudy.pdf.

7	 The	2015	Update	to	the	NAI	Code	of	Conduct	can	be	found	at:	https://www.networkadvertising.org/sites/default/
files/NAI_Code15encr.pdf.

8	 The	2015	Update	to	the	NAI	Mobile	Application	Code	can	be	found	at:	https://www.networkadvertising.org/
mobile/NAI_Mobile_Application_Code.pdf.

9 Guidance for NAI Members: Cross-Device Linking	can	be	found	at	https://www.networkadvertising.org/pdfs/
NAI_Cross_Device_Guidance.pdf.

10	 2018	NAI	Code	of	Conduct	can	be	found	at:	https://www.networkadvertising.org/sites/default/files/nai_code2018.
pdf.	The	Code	also	includes	commentary	that	is	intended	to	illuminate	the	intent	behind	certain	provisions;	
commentary	is	not	intended	add	any	substantive	obligations	to	members	or	change	the	principles	of	the	Code.

11 Informational Injury Workshop,	federal Trade commission,	https://www.ftc.gov/news-events/events-
calendar/2017/12/informational-injury-workshop.

12	 Opt-Out	Mechanism	is	defined	under	the	Code	as	“an	easy-to-use	mechanism	by	which	individuals	may	exercise	
choice	to	disallow	Interest-Based	Advertising	with	respect	to	a	particular	browser	or	device.”	(Code	§	I.J.;	see also	App	
Code	§	I.K).

13	 The	NAI	urges	applicants	and	member	companies	to	consult	with	their	own	technology	and	legal	experts	when	
reviewing	the	privacy	implications	of	products	and	business	plans.

14	 The	following	thirteen	companies	completed	the	new	member	application	process	and	became	NAI	members	in	
2017:	BounceX,	Clickagy,	Freckle	IoT,	Fysical,	Ibotta,	inMarket	Media,	Media	iQ,	Netmining,	Outbrain,	Reveal	Mobile,	
SambaTV,	Taboola,	Throtle.
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15	 References	to	compliance	with,	and	violations	of,	the	Codes	throughout	this	document	are	intended	to	address	
material	compliance	and	violations.	Examples	of	material	violations	include	intentionally	misleading	users	or	NAI	staff,	
refusing	to	institute	NAI	recommendations	to	comply	with	the	Codes’	requirements,	failure	to	cooperate	with	NAI	
staff,	or	failure	to	provide	and	honor	consumer	choice	affecting	a	large	number	of	users	over	an	extended	period	of	
time.	Members	are	typically	allowed	to	resolve	minor	issues	such	as	temporary	technical	glitches	or	inadvertent	gaps	in	
required	disclosures	before	these	issues	become	material.	

16 See	Investigations	and	Sanctions	infra	pp.	31-33.

17	 The	following	companies	were	reviewed	in	2016	but	were	not	among	evaluated	member	companies	in	2017:

a.	 	Circulate,	LinkedIn,	Madison	Logic,	TellApart,	and	X+1,	were	no	longer	independently	engaged	in	IBA	and	
CAA	operations	in	the	United	States.	These	companies	terminated	their	NAI	memberships	and	did	not	
complete	the	2017	annual	compliance	review.

b.	 ChoiceStream	and	Audience	Science	ceased	operations	altogether	in	2017.	

c.	 MaxPoint,	Dstillery,	and	Optimatic	did	not	renew	their	NAI	memberships	in	2017.

18 See supra,	note	14.

19	 NAI	staff	makes	an	effort	to	review	newest	member	companies	first	during	the	subsequent	annual	review,	in	order	
to	minimize	the	time	between	a	member’s	initial	membership	application	review	and	its	first	annual	compliance	review.

20	 If	a	member	has	an	agreement	with	a	partner	to	collect	data	on	the	partner’s	site	or	app	for	IBA	or	CAA	purposes,	
the	member	is	obligated	to	require	through	its	contractual	provisions	that	the	partner	provide	notice	to	the	user	and	a	
link	to	an	Opt-Out	Mechanism	(Code	§	II.B.3.;	App	Code	§	II.B.3.).	See	Pass-On	Notice	infra	p.	21.

21	 NAI	member	companies	comprise	all	of	the	top	10	Ad	Networks	according	to	the	comScore	Ad	Focus	Rankings	
(Desktop	Only),	available	at	https://www.comscore.com/Insights/Rankings	(last	visited	March	26,	2018).

22 See	https://www.internetalerts.org/.

23 See	https://www.cuebiq.com/data-for-good/.

24	 Members	are	not	required	to	disclose	the	technologies	they	use	for	IBA,	CAA,	and/or	ADR	with	the	level	of	
specificity	that	would	reveal	their	proprietary	business	secrets.	However,	members	are	expected	to	provide	general	
descriptions	of	the	technologies	they	are	using	for	IBA,	CAA,	and/or	ADR.

25	 As	described	above,	with	the	Privacy	Disclosure	Scanner,	the	NAI	monitors	member	privacy	disclosures	to	ensure	
that	members	do	not	inadvertently	remove	language	required	by	the	Codes.

26 See	Enhanced	Notice	Requirement	infra	p.	21.

27	 The	NAI	determined	that	some	evaluated	member	companies	did	not	collect	data,	but	instead	facilitated	others’	
collection	of	data	for	IBA	or	CAA	purposes,	such	as	advertising	technology	platforms.	The	NAI	encourages,	but	does	
not	require,	these	members	to	ensure	that	proper	notice	is	provided	where	their	technology	is	used	to	collect	data	
for	IBA	or	CAA	purposes.	The	NAI	found	during	the	compliance	review	that	many	such	evaluated	member	companies	
nonetheless	provided	such	notices.

28	 The	NAI’s	compliance	reviews	are	limited	to	the	practices	and	disclosures	of	its	members.

29	 Because	of	continuing	technical	challenges	with	providing	enhanced	notice	in	specific	formats	of	video	
advertisements,	the	NAI	is	not	enforcing	this	requirement	in	video	advertisements	at	this	time.	In	concert	with	the	
DAA,	the	NAI	expects	to	issue	a	formal	compliance	notice,	before	enforcement	of	this	requirement	is	implemented	
sometime	in	2018.

30	 Opt-In	Consent	means	that	“an	individual	takes	some	affirmative	action	that	manifests	the	intent	to	opt	in”	(Code	
§	I.I.;	App	Code	§	I.J.).

31	 Many	evaluated	member	companies	did	not	employ	“standard”	interest	segments	at	all,	but	rather	engaged	only	
in	practices	such	as	Retargeting,	or	custom	segmentation.
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32	 Although	this	terminology	has	been	revised	for	2018,	and	is	now	referred	to	as	Device-Identifiable	Information,	in	
2017	the	NAI	defined	Non-PII	as	“data	that	is	linked	or	reasonably	linkable	to	a	particular	computer	or	device.	Non-PII	
includes,	but	is	not	limited	to,	unique	identifiers	associated	with	users’	computers	or	devices	and	IP	addresses,	where	
such	identifiers	or	IP	addresses	are	not	linked	to	PII.	Non-PII	does	not	include	De-Identified	Data”	(Code	§	I.E.;	see also 
App	Code	§	I.E).

33 See, e.g., Opt Out of Interest-based Ads in the App Store and Apple News,	apple,	https://support.apple.com/
en-us/HT202074	(last	visited	Feb.	25,	2018).

34 See	http://youradchoices.com/appchoices.

35 See	https://www.networkadvertising.org/mobile-choice.

36	 Members	may	continue	to	collect	data	for	other	purposes,	including	ADR.	For	example,	members	may	continue	
to	collect	data	from	a	browser	or	device	to	prevent	fraud	or	to	verify	that	an	ad	was	displayed.

37 See	http://www.networkadvertising.org/faq/#n178.

38 See	the	Introduction	and	Commentary	to	Code.

39 See	http://www.networkadvertising.org/sites/default/files/NAI_BeyondCookies_NL.pdf.

40	 Member	companies	are	also	required	to	provide	an	Opt-Out	Mechanism	accompanied	by	robust	notice	for	the	
use	of	PII	to	be	merged	with	Non-PII	on	a	going-forward	basis	for	IBA	and	CAA	purposes	(prospective	merger)	(Code	§	
II.C.1.b.;	App	Code	§	II.C.1.b.).	

41 See	http://www.networkadvertising.org/sites/default/files/NAI_ImpreciseLocation.pdf.

42	 In	2016	the	NAI	adopted	the	Digital	Advertising	Alliance	(DAA)	standard	of	reasonable	assurances	of	Opt-In	
Consent	for	Precise	Location	Data	which	provides	a	number	of	methods	for	third	parties	-	like	NAI	member	companies	
-	to	obtain	Opt-In	Consent,	or	reasonable	assurances	that	a	first	party,	such	as	a	mobile	application,	has	obtained	such	
consent	on	their	behalf.	(Digital	Advertising	Alliance	Mobile	Guidance,	§	IV.B.2.).

43 See	NAI	Code,	supra	note	7	at	15.

44	 Independently	of	NAI	Code	requirements,	member	companies	are,	of	course,	expected	to	abide	by	the	laws	
applicable	to	their	businesses.

45	 NAI	Code	§	II.F.1.	and	App	Code	§	II.F.1.	require	members	to	provide	users	with	reasonable	access	to	PII	(such	as	
name	or	email	address)	used	for	IBA	or	CAA,	but	do	not	require	members	to	provide	consumer	access	to	strictly	Non-
PII	data	such	as	interest	segments	tied	to	cookies	or	other	Non-PII	identifiers.

46	 During	the	annual	compliance	review,	evaluated	member	companies	are	required	to	attest	in	writing	that	they	
have	reasonable	and	appropriate	procedures	in	place	to	secure	their	data	as	required	by	the	Codes.	However,	as	with	
past	compliance	reviews,	NAI	staff	did	not	conduct	security	audits	of	evaluated	member	companies	or	otherwise	review	
their	data	security	practices.	NAI	staff	did	not	advise	evaluated	member	companies	on	specific	data	security	measures,	
as	what	is	reasonable	and	appropriate	depends	on	the	evaluated	member	companies’	business	models.	Because	
business	models	vary,	member	companies,	not	NAI	staff,	are	in	the	better	position	to	determine	appropriate	security	
measures	for	their	specific	circumstances.

47	 For	further	details	about	the	NAI	enforcement	procedures,	see	http://www.networkadvertising.org/pdfs/NAI_
Compliance_and_Enforcement%20Procedures.pdf.
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