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The Network Adverting Initiative (“NAI”) is a self-regulatory body comprised of 
leaders in the online advertising industry. I joined the NAI as its Executive Director 
in December 2011 because I believe that effective self-regulation based upon 
enforceable standards and ongoing compliance efforts is critical for the success of 
the dynamic online advertising ecosystem. That is what NAI seeks to provide. Our 
members are bound by a set of fair information practice principles tailored 
specifically to today’s rapidly evolving advertising landscape. These flexible 
principles — NAI’s Self-Regulatory Code of Conduct (“the Code”) — were designed 
to provide consumers with a transparent and predictable experience consistent with 
the concepts of notice, choice, use limitations, reliability, access, security, and 
accountability with respect to online behavioral advertising. 
 
The NAI Code is not just another statement about privacy practices, and we do not 
permit companies to “sign up” without aligning their policies and practices with the 
Code’s requirements. Indeed, NAI staff examines a prospective member’s privacy 
practices, procedures, and policies for consistency with the Code before it is 
approved for membership. And when companies join the NAI, they agree to submit 
to annual reviews of their compliance with the Code. This review provides a 
practical and effective mechanism for not only ensuring Code compliance, but for 
promoting industry best practices. 
 
The 2011 NAI Compliance Review provided a meaningful assessment of compliance 
with the Code and demonstrated that member compliance remains high. In 2011, 
the NAI also demonstrated that it will require prompt corrective measures for non-
compliance with the NAI Code and policy. The NAI compliance program illustrates 
how self-regulatory efforts built around accountability can be an effective 
compliment to government enforcement. I am proud of our compliance team and of 
the results of this year’s annual review. I look forward to expanding our compliance 
program and building on these efforts in the coming year. 

 

Sincerely, 

 

 
Marc M. Groman 
Executive Director 



CONTENTS

EXECUTIVE SUMMARY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

BACKGROUND. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

METHODOLOGY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

ANNUAL REVIEW PROCEDURES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .7

ONGOING REVIEW PROCEDURES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .8

NAI COMPLIANCE FINDINGS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

TRANSPARENCY/EDUCATION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .9

NAI Website. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .9

Consumer Education . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .11

NOTICE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .12

Member-Provided Notice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .12

Notice on Partner Websites . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .15

CHOICE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .16

Provision of Opt-Out Mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .17

Honoring Opt-Out Choices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .18

NAI Testing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .18

Use of Non-Cookie Technologies. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .19

NAI Staff Recommendations for the Provision of Opt-Out Mechanisms and  
Honoring User Choice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .20

Opt-In Consent for Sensitive Consumer Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . .21



PERSONALLY IDENTIFIABLE INFORMATION (PII) . . . . . . . . . . . . . . . . . . . . . . . . . . . . .21

USE LIMITATIONS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .22

Children . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .22

Marketing Purposes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .22

TRANSFER OF NON-AGGREGATE, NON-PII . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .23

OBTAINING DATA FROM RELIABLE SOURCES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .23

SECURITY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .24

DATA RETENTION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .24

CONSUMER COMMUNICATIONS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .25

CONCLUSION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

APPENDIX A. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

APPENDIX B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

APPENDIX C. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

APPENDIX D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32



1

EXECUTIVE SUMMARY

The Network Advertising Initiative (“NAI”) is a coalition of more than 80 leading online 
advertising companies committed to complying with self-regulatory standards that 
establish and reward responsible business and data management practices. The NAI’s 
Self-Regulatory Code of Conduct (“NAI Code” or “Code”) imposes a host of substantive 
requirements on member companies’ collection and use of data for online behavioral 
advertising (“OBA”). The Code requires all companies that have been NAI members 
for at least one year to undergo an annual review to help assess compliance with the 
Code. This is the third report published under these procedures.1 It sets forth NAI staff’s 
FRPSOLDQFH�¿QGLQJV�IRU�WKH����1$,�PHPEHU�FRPSDQLHV�UHYLHZHG�LQ�������7KH������
review demonstrated that, on the whole, evaluated member companies fully met their 
FRPSOLDQFH�REOLJDWLRQV��7KH�UHYLHZ�DOVR�LGHQWL¿HG�VHYHUDO�DUHDV�LQ�ZKLFK�WKH�1$,�DQG�LWV�
members could improve.

Throughout the compliance process, evaluated member companies provided extensive 
information and otherwise cooperated with NAI staff, resulting in a thorough 
examination of their OBA-related business practices. The compliance team reviewed 
members’ responses to a comprehensive questionnaire, independently evaluated 
member companies’ business practices as described on their websites, privacy policies, 
and proprietary business materials, and interviewed high-level management and 
engineering personnel. NAI compliance staff also used independent technical methods 
to assess members’ compliance, both during the compliance process and throughout the 
year. Throughout this back-and-forth process, NAI staff not only evaluated members’ 
compliance with the Code, but continuously educated members about NAI requirements 
and suggested best practices where appropriate. 

,Q�������1$,�PHPEHUVKLS�JUHZ�UDSLGO\��1$,�VWDII�UHYLHZHG����FRPSDQLHV�LQ�������XS�
IURP����LQ������DQG����LQ�������$OVR�GXULQJ�������YLVLWV�WR�WKH�1$,�ZHEVLWH�LQFUHDVHG�
at a substantial rate, suggesting heightened consumer awareness of OBA and of the 
NAI choice mechanism. There were nearly 8.5 million unique visits to the NAI’s website, 
UHÀHFWLQJ�D�QHDUO\������LQFUHDVH�RYHU�������,Q�DGGLWLRQ��WKHUH�ZHUH�QHDUO\���PLOOLRQ�
XQLTXH�YLVLWV�WR�WKH�1$,¶V�RSW�RXW�SDJH��D������LQFUHDVH�RYHU�WKH�SULRU�\HDU��2I�WKRVH�
visitors, 840,000 unique users submitted requests to opt out of OBA by one or more 
NAI member company. The website’s educational section also showed enormous growth, 
ZLWK�PRUH�WKDQ�����PLOOLRQ�XQLTXH�SDJH�YLHZV�ODVW�\HDU��7KLV�LQFUHDVHG�DWWHQWLRQ�LV�GXH�
in large part to NAI members, who continued their efforts to educate consumers about 
OBA by contributing more than 4.1 billion ad impressions to the NAI’s OBA awareness 
FDPSDLJQ�LQ��������

�� 7KH������$QQXDO�&RPSOLDQFH�5HSRUW�LV�DYDLODEOH�DW�KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�SGIV�����B 
1$,B&RPSOLDQFHB5HSRUWB���������SGI��DQG�WKH������$QQXDO�&RPSOLDQFH�5HSRUW�LV�DYDLODEOH�DW� 
KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�SGIV�����B1$,B&RPSOLDQFHB5HSRUW�SGI. 

http://www.networkadvertising.org/pdfs/2009_NAI_Compliance_Report_12-30-09.pdf
http://www.networkadvertising.org/pdfs/2009_NAI_Compliance_Report_12-30-09.pdf
http://www.networkadvertising.org/pdfs/2010_NAI_Compliance_Report.pdf
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2011 Annual Compliance Report

1$,�PHPEHUV�LQ������FRQWLQXHG�WKH�WUHQG�RI�PDNLQJ�WKHLU�FRQVXPHU�IDFLQJ�GLVFORVXUHV�
easier to understand and to use. Most notably, NAI members continued to provide notice 
to consumers directly in the ads they serve. Many now license and deploy, or support 
the deployment of, the industry-standard icon developed by the Digital Advertising 
Alliance (“DAA”). This icon, known as the Advertising Option Icon, provides a standard 
means of signaling the collection and use of data for OBA, and, when clicked, provides 
information about who served the ad and how to opt out. The large-scale deployment 
RI�WKH�$GYHUWLVLQJ�2SWLRQ�,FRQ�OHG�WR�D�VLJQL¿FDQW�ULVH�LQ�WUDI¿F�WR�LQGXVWU\�RSW�RXW�
sites, including the NAI’s and the DAA’s opt out page, www.aboutads.info. In addition 
to these in-ad notice efforts, NAI members have continued to make their consumer-
facing disclosures easier to locate on their websites, using prominent boxes labeled 
“consumers,” “opt out,” “privacy,” and the like. 

,Q�������1$,�PHPEHUV�DOVR�ODXQFKHG�HIIRUWV�WR�FRPSO\�ZLWK�WKH�1$,¶V�QHZ�³KHDOWK�
WUDQVSDUHQF\�SROLF\�́ �7KLV�SROLF\�ZDV�DGRSWHG�LQ������RQ�1$,�VWDII¶V�UHFRPPHQGDWLRQ��
It requires members to publicly disclose any standard interest segments used to target 
users that are related to health even where they do not rise to the level of “precise 
information about past, present, or potential future health or medical conditions or 
treatments” for which member companies are required to obtain opt-in consent.  
1$,�VWDII�EHOLHYHV�WKDW�WKLV�SROLF\��RQFH�IXOO\�LPSOHPHQWHG�DQG�HQIRUFHG�LQ�������ZLOO�
EULQJ�LQFUHDVHG�WUDQVSDUHQF\�WR�WKH�2%$�HFRV\VWHP�DQG�ZLOO�ERRVW�XVHU�FRQ¿GHQFH� 
that sensitive health data is not collected for OBA purposes without their knowledge  
and consent. 

Central to the NAI self-regulatory model is the requirement that all NAI members 
provide users with a means to opt out of OBA both on their own websites and on the 
1$,¶V�RSW�RXW�SDJH��,Q�������1$,�PHPEHUV�ZHUH�UHTXLUHG�WR�EHJLQ�SURYLGLQJ�WKHLU�RSW�
out tools on the DAA’s choice page as well. NAI staff found that, overall, evaluated 
member companies meet these requirements, and that they honor the choices 
expressed on those sites. NAI staff’s testing of members’ opt-out tools throughout the 
year demonstrates that, on the whole, they function as intended. 

,Q�������WKH�1$,�DGRSWHG�DQ�³RSW�RXW�EHVW�SUDFWLFHV´�GRFXPHQW�WR�HGXFDWH�PHPEHUV�
about the importance of ensuring the continuing availability of their opt outs and to 
provide suggestions for ongoing and systemic testing. This training helped members 
to improve the reliability and functionality of their opt-out tools. Nevertheless, as in 
������1$,�VWDII�XQFRYHUHG�EULHI�DQG�LVRODWHG�LVVXHV�ZLWK�VSHFL¿F�RSW�RXW�PHFKDQLVPV��
In each case, member companies immediately resolved the issues. To help prevent 
similar issues from recurring, NAI staff recommends that the NAI further increase its 
technical monitoring of member companies. To supplement that testing, NAI staff also 
recommends that members be required to report on a regular basis any domains they 
use for OBA purposes. This reporting will aid NAI staff in monitoring the behavior of 
member companies to help ensure that their opt-out tools operate as intended.

7KH�1$,�&RGH�VHWV�XS�VWURQJ�GLVLQFHQWLYHV�WR�FROOHFW�SHUVRQDOO\�LGHQWL¿DEOH�LQIRUPDWLRQ�
(“PII”) for OBA purposes. In particular, the Code imposes a heightened bar for consent 
for the use of PII (robust notice for prospective merger of PII and non-PII and opt-in 
consent for retrospective merger). The Code also imposes restrictions on the collection 
of PII from third parties and the transfer of PII to third parties. Finally, the Code requires 
members to provide consumers with access to any PII and related non-PII held by the 
company for OBA purposes. As in past years, NAI staff found that no member companies 

http://www.aboutads.info
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intentionally collect PII for OBA purposes. Moreover, evaluated member companies 
have strong controls in place to help ensure that PII is not collected for OBA purposes, 
and that any PII that is inadvertently collected is not stored or used for OBA purposes. 
Similarly, the few evaluated member companies that do collect PII for non-OBA purposes 
UHSRUW�KDYLQJ�SURFHGXUHV�IRU�LVRODWLQJ�QRQ�LGHQWL¿DEOH�VHJPHQWV�EHIRUH�WKH\�DUH�XVHG�IRU�
OBA purposes.

/LNHZLVH��1$,�VWDII�IRXQG�QR�FRPSOLDQFH�GH¿FLHQFLHV�ZLWK�UHVSHFW�WR�SURYLVLRQV�RI�WKH�
Code that restrict the use of sensitive data for OBA and that prohibit the creation of 
OBA segments for children under 13 without parental consent. Indeed, NAI staff found 
that member companies are acutely aware of the sensitivity of health-related data, data 
related to children, and other sensitive data, and have comprehensive policies in place 
WR�SUHYHQW�WKH�XVH�RI�VXFK�GDWD�IRU�2%$�SXUSRVHV��6LPLODUO\��QR�FRPSOLDQFH�GH¿FLHQFLHV�
ZHUH�LGHQWL¿HG�XQGHU�WKH�&RGH¶V�UHTXLUHPHQWV�WKDW�PHPEHU�FRPSDQLHV�WDNH�DSSURSULDWH�
measures to ensure that the data they acquire for behavioral advertising comes from 
reliable sources, and that they provide reasonable security for such data.

The NAI Code, similar to the DAA’s recently-announced principles for the collection of 
multi-site data, prohibits members from using, or allowing the use of, OBA segments 
other than for marketing purposes. NAI staff found no evaluated member company 
using, or allowing their partners to use, OBA data for purposes other than marketing. 
To help ensure compliance with this provision, most evaluated member companies 
that transfer user-level data to third parties explicitly prohibit the use of that data for 
any purpose other than marketing. NAI staff further found that evaluated member 
companies take appropriate measures as required by the Code to ensure the integrity of 
the data they collect, store, and use for online behavioral advertising.  

2YHUDOO��1$,�VWDII�EHOLHYHV�WKDW�LWV������FRPSOLDQFH�SURFHVV�SURYLGHG�XVHIXO�RYHUVLJKW�
and continued to spread best practices throughout NAI membership. The review 
UHYHDOHG�YHU\�IHZ�SRWHQWLDO�FRPSOLDQFH�GH¿FLHQFLHV��1$,�PHPEHU�FRPSDQLHV�H[SUHVVHG�
commitment to, and a desire to learn from, the compliance process. In nearly all cases, 
evaluated member companies promptly implemented suggested changes in privacy 
policies and practices for collecting and using data for advertising purposes. 

'HVSLWH�WKH�VXFFHVV�RI�WKH������FRPSOLDQFH�UHYLHZ��1$,�VWDII�UHFRPPHQGV�DGGLWLRQDO�
steps to strengthen the NAI’s compliance process and to make the NAI’s website more 
user friendly. These steps will help the NAI to keep pace with its growing membership 
and with the increase in visitors to the NAI website. First, as noted above, NAI staff 
recommends that the NAI increase its technical monitoring of member companies. 
Second, NAI staff recommends that members be required to report the domains they 
use for OBA purposes on a regular basis. NAI staff believes that this monitoring and 
reporting will further strengthen the NAI’s mission of promoting transparency and 
HQVXULQJ�UHOLDEOH�DQG�HIIHFWLYH�FKRLFH�IRU�2%$��,Q�DGGLWLRQ��WKH�1$,�SODQV�LQ������WR�
update its website to make it more user-friendly, easier for consumers to opt out, and 
IRU�XVHUV�WR�¿QG�UHOHYDQW�LQIRUPDWLRQ��7KH�1$,�DOVR�SODQV�LQ�HDUO\������WR�DGG�VWDII�
dedicated to compliance to help keep pace with the NAI’s growing membership.
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BACKGROUND

7KH�1$,¶V�VHOI�UHJXODWRU\�PRGHO�LQFOXGHV������D�ELQGLQJ�VHW�RI�UXOHV������SURFHGXUHV�IRU�
accepting and evaluating credible claims of non-compliance with those rules, whether 
raised by consumers, advocates, or the press; (3) periodic assessments of compliance; 
and (4) mechanisms for accountability, including sanctions where appropriate. To assess 
members’ compliance, NAI staff evaluates members based on their consumer-facing 

policies and other public representations, as well as 
their underlying technology infrastructures, business-to-
business contracts, and internal practices and procedures.

The NAI’s Self-Regulatory Code of Conduct (“NAI Code” or 
“Code”)� imposes various transparency, notice, and choice 
obligations on members with respect to the collection and 
use of data for “Online Behavioral Advertising” (“OBA”),3 
“Multi-Site Advertising,” and “Ad Delivery & Reporting.”4 
The Code imposes strong disincentives to use personally 
LGHQWL¿DEOH�LQIRUPDWLRQ��³3,,´��IRU�2%$�5 The Code also 
imposes limitations on the use and transfer of information 
to be used for OBA or Multi-Site Advertising, and requires 
members to protect data used for OBA and to obtain such 
data from reliable sources. The Code requires member 
companies to use, or allow the use of, OBA segments only 
for marketing purposes. Finally, the Code imposes data 
retention requirements on NAI members and requires 
them to adhere to applicable law. Membership in the NAI 

requires public representations, subject to enforcement by the Federal Trade Commission 
under Section V of the FTC Act, that a company’s business practices comply with each 
aspect of the Code that applies to its business model. (Code § IV.1(b).)

�� See�1$,������3ULQFLSOHV��7KH�1HWZRUN�$GYHUWLVLQJ�,QLWLDWLYH¶V�6HOI�5HJXODWRU\�&RGH�RI�&RQGXFW��DYDLODEOH�DW�
http://networkadvertising.org/principles.pdf.

�� 2%$�LV�GH¿QHG�LQ�WKH�1$,�&RGH�DV�³DQ\�SURFHVV�XVHG�ZKHUHE\�GDWD�DUH�FROOHFWHG�DFURVV�PXOWLSOH�ZHE�
domains owned or operated by different entities to categorize likely consumer interest segments for use in 
advertising online.” (Code § II.1.) OBA is also referred to as “interest-based advertising.” 

4 “Multi-Site Advertising” means “‘Ad Delivery & Reporting’ across multiple web domains owned or operated 
E\�GLIIHUHQW�HQWLWLHV�́ ��&RGH���,,�����³$G�'HOLYHU\�	�5HSRUWLQJ´�PHDQV�³WKH�ORJJLQJ�RI�SDJH�YLHZV�RU�WKH�
collection of other information about a browser for the purpose of delivering ads or providing advertising-
related services,” and includes providing an advertisement based on a browser or time of day, statistical 
reporting, and tracking the number of ads served on a particular day to a particular website. (Code § II.3.)

�� 3,,�LV�GH¿QHG�LQ�WKH�1$,�&RGH�WR�LQFOXGH�³QDPH��DGGUHVV��WHOHSKRQH�QXPEHU��HPDLO�DGGUHVV��¿QDQFLDO�
DFFRXQW�QXPEHU��JRYHUQPHQW�LVVXHG�LGHQWL¿HU��DQG�DQ\�RWKHU�GDWD�XVHG�IRU�RU�LQWHQGHG�WR�EH�XVHG�WR�LGHQWLI\��
FRQWDFW�RU�SUHFLVHO\�ORFDWH�D�SHUVRQ�́ ��&RGH�6HFWLRQ�,,�����'DWD�WKDW�LV�QRW�3,,�DV�GH¿QHG�LQ�WKH�&RGH��VXFK�DV�
XQLTXH�FRRNLH�LGHQWL¿HUV�DQG�VHJPHQW�LQIRUPDWLRQ��LV�UHIHUUHG�WR�WKURXJKRXW�WKLV�UHSRUW�DV�³QRQ�3,,�́ �

NAI CODE OBLIGATIONS:  
Transparency/Education 
Notice 
Choice 
Use Limitations 
Restrictions on Transfer 
Access 
Reliable Sources 
Security 
Data Retention 
Accountability

http://networkadvertising.org/principles.pdf
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2011 Annual Compliance Report

Each year, member companies are required to renew their public attestations to comply 
with the NAI Code and to undergo compliance reviews. The annual review proactively 
examines companies’ OBA business practices and public representations against the 
requirements of the Code.� In addition to helping to ensure compliance, NAI staff uses 
the review process to educate and remind members of their obligations under the NAI 
Code and of the sanctions that can result from the failure to honor those obligations. 
Those sanctions include referral to the NAI Board of Directors, suspension or revocation 
of NAI membership, publication of revocation by press release, and referral to the FTC 

or other enforcement bodies.7 The Code requires the NAI 
to annually publish the results of this review, as well as 
a summary of customer complaints and the resolution 
of those complaints. (Code § IV.1(e).) This document 
is the third annual report to be published under these 
procedures. 

)RU�WKH������DQQXDO�FRPSOLDQFH�UHYLHZ��1$,�VWDII�
UHYLHZHG�WKH����FRPSDQLHV�WKDW�ZHUH�1$,�PHPEHUV�DV�
RI�-DQXDU\����������DQG�WKXV�HOLJLEOH�IRU�UHYLHZ8 (nearly 
GRXEOH�WKH����PHPEHUV�UHYLHZHG�LQ�������� The member 

FRPSDQLHV�WKDW�MRLQHG�WKH�1$,�LQ�-DQXDU\������RU�ODWHU�ZHUH�VXEMHFW�WR�UHYLHZ�DV�SDUW�RI�
the new member process,10 and must attest to compliance with the NAI Code, but were 
QRW�DVVHVVHG�LQ�WKH������DQQXDO�UHYLHZ�SURFHVV�11 

�� See�1$,�&RPSOLDQFH�3URJUDP�$WWHVWDWLRQ�5HYLHZ�3URFHVV��DW����)HE�������������DYDLODEOH�DW� 
KWWS���QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�1$,B&203/,$1&(B$1'B(1)25&(0(17B352*5$0B$WWHVWDWLRQB
5HYLHZBGHWDLO�SGI. 

7 See id.

8 Per the policies established by the NAI Board, NAI members become eligible for annual reviews in “the 
year following admission to the NAI as a new member.” See id.

�� 7KH����FRPSDQLHV�UHYLHZHG�LQ������DUH�OLVWHG�LQ�$SSHQGL[�$��

10 NAI staff vets companies’ business practices and policies before they are admitted to be members of the 
NAI, but this process is separate from the annual compliance review process. 

11� 7ZHQW\�IRXU�FRPSDQLHV��OLVWHG�LQ�$SSHQGL[�%��ZHUH�DGPLWWHG�WR�WKH�1$,�LQ������DQG�ZLOO�EH�VXEMHFW�WR�DQ�
DQQXDO�FRPSOLDQFH�UHYLHZ�IRU�WKH�¿UVW�WLPH�LQ�������$V�D�UHVXOW��WKH�1$,�H[SHFWV�WKDW�PRUH�WKDQ����FRPSDQLHV�
ZLOO�JR�WKURXJK�WKH�DQQXDO�UHYLHZ�SURFHVV�LQ�������

NAI Staff reviewed 60 
companies in 2011, 
nearly double the 
number reviewed in 
2010.

http://networkadvertising.org/managing/NAI_COMPLIANCE_AND_ENFORCEMENT_PROGRAM_Attestation_Review_detail.pdf
http://networkadvertising.org/managing/NAI_COMPLIANCE_AND_ENFORCEMENT_PROGRAM_Attestation_Review_detail.pdf
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METHODOLOGY

ANNUAL REVIEW PROCEDURES

Under NAI compliance procedures, NAI staff reviews the following materials each year to 
assess members’ compliance with the NAI Code: 

�� Representations of business practices as set forth in the member’s public and 
non-public materials, including the member’s (a) public website, (b) privacy 
policy, (c) terms of service, (d) advertising contracts, and (e) marketing 
materials; 

�� Responses to an NAI Questionnaire that addresses each provision of the  
NAI Code; 

�� Interviews with senior executives who are authorized to bind the company, as 
well as with relevant engineering staff; and 

�� 5HVSRQVHV�WR�DQ\�DOOHJHG�GH¿FLHQFLHV�LQ�FRPSOLDQFH�UDLVHG�E\�WKH�SUHVV��RWKHU�
member companies, or the NAI’s consumer complaint process.��  

7KH�1$,¶V�FRPSOLDQFH�SURJUDP�IRU�������DV�LQ�SUHYLRXV�\HDUV��EHJDQ�ZLWK�D�FRPSOLDQFH�
training presentation. Following this training, evaluated member companies were 
required to engage in a multi-stage written evaluation and interview process. First, 
evaluated companies were required to provide written responses to a detailed 
questionnaire. The questionnaire asked members to describe their practices and policies 
relative to NAI Code requirements, and to provide supporting documentation. The topics 
covered by the questionnaire included: descriptions of any business practices involving 
the collection and use of data for OBA and related purposes; education efforts; notice 
of OBA data collection practices; any means used by the company to identify or track 
users; technical descriptions of the company’s opt-out functionality; processes for data 
sharing and data acquisition; any use of PII for OBA or related purposes; data retention 
practices; security procedures; use of sensitive or potentially sensitive data; and 
mechanisms for responding to consumer complaints.13 

The NAI compliance team, which includes attorneys with experience in privacy law, 
corporate compliance, and technology, reviewed these written submissions and 
supporting documentation. The compliance team also conducted an independent 
evaluation of member companies’ OBA-related business practices. NAI staff’s evaluation 
included reviews of members’ websites, privacy policies and other consumer-facing 
disclosures, marketing materials, and press releases. In addition to these publicly 
available materials, NAI staff reviewed business proprietary materials supplied by 
members, including internal policies and procedures and non-public marketing materials, 

�� See NAI Compliance Program Attestation Review Process, supra�QRWH����DW�VHFWLRQ���

13 A detailed description of the topics covered by the written questionnaire is included in Appendix C.
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contracts, and terms of service. Finally, the compliance team used independent technical 
methods to assess compliance, including testing the functionality of members’ opt-out 
tools, reviewing the websites of members’ partners for notice and choice disclosures, 
and web browsing intended to determine the behavior of member companies’ systems 
after setting an opt-out cookie.

Following this evaluation, NAI staff interviewed member company representatives, 
primarily high-level management and engineering staff. The compliance team questioned 
these representatives about business and policy issues such as the collection and use 
of data for OBA purposes; policies governing those practices; contractual requirements 
imposed on business partners concerning notice, choice, and other protections for data 
collected and used for OBA purposes; and processes for oversight and enforcement of 
contractual requirements. The compliance team questioned technological representatives 
DERXW�GDWD�ÀRZV��RSW�RXW�IXQFWLRQDOLW\��GDWD�UHWHQWLRQ��DOO�WHFKQRORJLHV�XVHG�IRU�2%$��
and technical measures in place to prevent the use of any PII for OBA purposes. NAI 
staff used these interviews to assess members’ business practices and technology for 
compliance with the NAI Code. During these interviews, NAI staff also suggested best 
practice improvements to enhance transparency, choice, and other protections, even 
where members’ practices were consistent with NAI requirements.

After these interviews, NAI staff followed up with all member companies documenting 
LWV�LQLWLDO�¿QGLQJV�DQG�EHVW�SUDFWLFH�VXJJHVWLRQV��:KHUH�WKHUH�ZHUH�DQ\�RXWVWDQGLQJ�
questions from the interview process, NAI staff also used further correspondence 
and calls to ensure that all outstanding issues were addressed and resolved to the 
satisfaction of NAI staff. 

$V�D�¿QDO�VWHS�LQ�WKH�DQQXDO�FRPSOLDQFH�UHYLHZ��PHPEHU�FRPSDQLHV�ZHUH�UHTXLUHG�WR�
attest in writing to their ongoing compliance with the NAI Code and the veracity of the 
LQIRUPDWLRQ�SURYLGHG�LQ�WKH�UHYLHZ�SURFHVV��7KLV�FHUWL¿FDWLRQ�LV�LQWHQGHG�WR�VXSSOHPHQW�
members’ public attestations, made when becoming members of the NAI, that they 
comply with the NAI Code.

ONGOING REVIEW PROCEDURES

In addition to the formal annual compliance review outlined above, NAI staff also 
evaluates members’ compliance with the NAI Code throughout the year. As discussed 
below, NAI staff regularly monitors the functioning of members’ opt-out mechanisms 
hosted on the NAI opt-out page and on the DAA’s opt out site, aboutads.info to ensure 
that they properly report users’ status and set opt-out cookies. In addition, NAI staff 
conducts automated web crawls to monitor and review the cookies set by members 
both with opt-out cookies present and without. NAI staff also investigates all public 
allegations of non-compliance with the NAI Code throughout the year. Such allegations 
may be raised by consumers, media reports, advocates, or other member companies.14  

14� $OWKRXJK�1$,�VWDII�LQYHVWLJDWHV�DOO�VXFK�UHSRUWV��WKH�1$,�RQO\�SXEOLFO\�UHSRUWV�LWV�¿QGLQJV�ZKHUH�LWV�
LQYHVWLJDWLRQ�UHVXOWV�LQ�D�¿QGLQJ�RI�PDWHULDO�QRQ�FRPSOLDQFH�ZLWK�WKH�1$,�&RGH��

http://aboutads.info
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NAI COMPLIANCE FINDINGS

7KLV�VHFWLRQ�RI�WKH�UHSRUW�VHWV�IRUWK�1$,�VWDII¶V�¿QGLQJV�ZLWK�UHVSHFW�WR�HYDOXDWHG�
member companies’ compliance with each substantive provision of the NAI Code.15 

TRANSPARENCY/EDUCATION

Standard

The NAI Code requires members to collectively maintain an NAI website to serve as 
a centralized portal offering explanations of OBA and member companies’ compliance 
with the NAI Code. The website must include information about, and centralized access 

to, consumer choice mechanisms. (Code § III.1(a).) 
The NAI Code also requires members to individually and 
collectively educate consumers about OBA and the choices 
available to them. (Code § III.1(b).)

Findings

NAI Website

The NAI’s website hosts educational materials, an 
explanation of the NAI Code, an opt-out page, and a 
mechanism for consumers to register complaints against 

PHPEHU�FRPSDQLHV��,Q�������WKH�1$,�VDZ�D�PDVVLYH�LQFUHDVH�LQ�YLVLWRUV�VHHNLQJ�
LQIRUPDWLRQ�DERXW�2%$�DQG�WKH�DELOLW\�WR�H[HUFLVH�FKRLFH��7UDI¿F�WR�WKH�1$,¶V�ZHE�SDJH�LQ�
�����ZDV�QHDUO\�WKUHH�WLPHV������OHYHOV��ZLWK�QHDUO\�����PLOOLRQ�XQLTXH�YLVLWRUV�

GROWTH IN VISITS TO NAI CONSUMER PORTAL

Year

Total User 

Visits 

Percentage 

Increase over 

Prior Year

Total Unique 

User Visits

Percentage 

Increase over 

Prior Year

���� 750,784 N/A ������� N/A

����� ��������� ��� ��������� ���

���� ��������� ���� ��������� ����

���� ���������� ���� ��������� ����

15� 1$,�FRPSOLDQFH�LV�D�FRQWLQXLQJ�REOLJDWLRQ��DQG�WKH�DQQXDO�FRPSOLDQFH�UHYLHZ¶V�¿QGLQJV�PD\�EH�
supplemented as appropriate.

In 2011, nearly 8.5 
million unique users 
visited the NAI’s website, 
and nearly 840,000 
unique users opted out 
of OBA.
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The opt-out section of the NAI website�� permits consumers to opt out of OBA by some 
or all NAI member companies in only three clicks. It explains how consumers may opt 
out of OBA by one, some, or all NAI members and provides consumers information 
about which member companies have active OBA cookies on their computers. All NAI 
members are required to provide their opt-out mechanisms on the NAI opt-out page as 
a condition of membership.17

,Q�������WKH�QXPEHU�RI�RSW�RXW�UHTXHVWV�SURFHVVHG�RQ�WKH�1$,�VLWH�QHDUO\�GRXEOHG�RYHU�
������ZLWK�PRUH�WKDQ���������XQLTXH�RSW�RXW�UHTXHVWV�SURFHVVHG��7KLV�UHSUHVHQWV�D�
ten-fold increase in opt-out requests processed just four years ago. In addition to the 
NAI’s opt-out page, consumers can now opt out of targeting by NAI member companies 
on the DAA choice page, and many NAI member companies and website publishers now 
refer users to that site instead of, or in addition to, the NAI’s opt-out page. The growth  
LQ�RSW�RXW�UHTXHVWV�UHÀHFWV�WKH�LQFUHDVHG�DZDUHQHVV�E\�FRQVXPHUV�RI�2%$�SUDFWLFHV�DQG�
the choices available to them.

NEAR DOUBLE INCREASE IN NAI CONSUMER OPT-OUT USAGE

NAI Opt-Out Site Page Views18 Opt-Out Results Page Views19

Year Total Unique

Percentage  

Increase 

in Unique 

Visits Over 

Prior Year Total Unique

Percentage 

Increase 

in Unique 

Visits over 

Prior Year

���� ��������� ������� N/A ������� ������ N/A

���� ������� ������� ������ ������� ������� ���

���� ��������� 1,005,017 ��� ������� ������� ����

���� ��������� ��������� ���� ������� ������� ���

���� ��������� ��������� ���� ��������� ������� ���

��������

�� KWWS���QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�RSWBRXW�DVS.

17� ,Q�������1$,�PHPEHUV�ZHUH�DOVR�UHTXLUHG�WR�EHJLQ�SURYLGLQJ�WKHLU�RSW�RXWV�RQ�WKH�'LJLWDO�$GYHUWLVLQJ�
Alliance (DAA) opt-out page, http://www.aboutads.info/choices/. The DAA is a coalition of industry 
associations, including, in addition to the NAI, the AAAA (4A’s), the AAF (American Advertising Federation), the 
ANA (Association of National Advertisers), the DMA (Direct Marketing Association), and the IAB (Interactive 
Advertising Bureau), with support from the Council for the Better Business Bureaus. Those associations have 
adopted a set of principles that, like the NAI Code, impose transparency and choice obligations on participating 
member companies engaged in online behavioral advertising. See DAA Self-Regulatory Principles for Online 
Behavioral Advertising, available at http://www.aboutads.info/obaprinciples��,Q�������WKH�'$$�ODXQFKHG�D�
consumer choice page to serve as a cross-industry opt-out page. 

18� 7KLV�FROXPQ�UHÀHFWV�XVHUV�ZKR�KDYH�YLVLWHG�WKH�1$,¶V�RSW�RXW�SDJH�� 
KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�RSWBRXW�DVS. 

��� 7KLV�FROXPQ�UHÀHFWV�XVHUV�ZKR�KDYH�RSWHG�RXW�RI�RQH�RU�PRUH�FRPSDQLHV�DQG��DV�D�UHVXOW��YLHZHG�WKH�
results page, KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�RSWRXWBUHVXOWV�DVS.

��� 7KH�GURS�LQ�WUDI¿F�EHWZHHQ������DQG������OLNHO\�UHÀHFWV�WKH�1$,¶V�DGRSWLRQ�RI�QHZ�DQDO\WLF�WRROV�

http://networkadvertising.org/managing/opt_out.asp
http://www.aboutads.info/choices/
http://www.aboutads.info/obaprinciples
http://www.networkadvertising.org/managing/opt_out.asp
http://www.networkadvertising.org/managing/optout_results.asp
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7KH�1$,�ZHEVLWH�ODVW�ZHQW�WKURXJK�D�PDMRU�XSGDWH�LQ�������%HFDXVH�LW�KDV�EHHQ�PRUH�
than six years since that update, and to accommodate the rapidly increasing levels 
RI�YLVLWRUV�WR�WKH�1$,�ZHEVLWH��WKH�1$,�SODQV�LQ������WR�UHYDPS�LWV�ZHEVLWH�WR�PDNH�LW�

HDVLHU�IRU�FRQVXPHUV�WR�¿QG�UHOHYDQW�LQIRUPDWLRQ�DQG�
to opt out. The redesign will also make it easier for 
DGYRFDWHV�DQG�DFDGHPLFV�WR�¿QG�LQIRUPDWLRQ�DERXW�WKH�
NAI, the requirements of the NAI Code, and the NAI’s 
compliance program. Finally, the updates will include 
improved reporting tools that will supplement and support 
NAI staff’s testing of members’ opt-out functionality. 

Consumer Education

,Q�������1$,�PHPEHU�FRPSDQLHV�FRQWLQXHG�WKHLU�HIIRUWV�WR�
educate consumers about OBA and the choices available 
to them. NAI members can meet the Code educational 
requirements by contributing advertising impressions to 
the NAI’s consumer education campaign. Indeed, NAI 

PHPEHU�FRPSDQLHV�GLVSOD\HG�WKH�1$,�EDQQHU�DGV�PRUH�WKDQ�IRXU�ELOOLRQ�WLPHV�LQ�������
TXDGUXSOH�WKH�QXPEHU�RI�LPSUHVVLRQV�GRQDWHG�LQ������

NAI BANNER ADS 

      

The NAI’s banner ads link to the NAI’s consumer education web page. That page 
aggregates video, blog content, and articles explaining what OBA is, how it works, and 
how users can opt out.�� As a result of members’ increased donations of ad impressions 
LQ�������PRUH�WKDQ�����PLOOLRQ�XQLTXH�XVHUV�YLHZHG�WKH�1$,¶V�HGXFDWLRQ�ZHE�SDJH��
UHSUHVHQWLQJ�D�¿YH�IROG�LQFUHDVH�LQ�WUDI¿F�RYHU�WKH�SUHYLRXV�\HDU���

�� KWWS���QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�OHDUQBPRUH�DVS. NAI members and independent sources 
developed the videos on the NAI’s educational page. These materials explain, in plain English, what cookies 
are, how they work, how they can be used by advertisers to categorize consumers into interest groups, and 
how users can delete or block them. 

�� During the compliance review, NAI staff encouraged member companies to contribute inventory to the 
DAA’s upcoming advertising campaign, in addition to the NAI’s educational campaign. The DAA’s advertising 
campaign has now gone live, and NAI staff will continue to encourage members to donate impressions to it. 
See http://www.youradchoices.com/.

In 2011, NAI member 
companies donated 
more than 4 billion ad 
impressions to educating 
consumers about online 
behavioral advertising 
and the choices available 
to them.

http://networkadvertising.org/managing/learn_more.asp
http://www.youradchoices.com/
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INCREASE IN VISITS TO NAI CONSUMER EDUCATION PAGE 

Date

Total User 

Page Views

Percentage 

Increase over 

Prior Year

Unique User 

Page Views

Percentage 

Increase over 

Prior Year

����������
��������

�������
���������

annualized)
N/A

�������
���������

annualized)��
N/A

���� ������� ���� ������� ����

���� 3,130,300 ���� ��������� ����

��

In addition to supporting industry-wide efforts by donating ad impressions, many NAI 
members continue to undertake individual company efforts to educate consumers about 
OBA in accordance with section III.1(b) of the Code. For example, many companies have 
developed creative video and other multimedia content to educate users about OBA and 
the choices available to them. These videos are designed to reach consumers in a clear 
and consumer-friendly manner.�� 

NOTICE

Member-Provided Notice

Standard

6HFWLRQ�,,,���D��RI�WKH�1$,�&RGH�UHTXLUHV�PHPEHUV�
directly engaging in OBA, Multi-Site Advertising, and/or Ad 
Delivery and Reporting to clearly and conspicuously post 

notice on their websites that describes their data collection, transfer, and use practices. 
The required notice must include clear descriptions of the following (as applicable): 

�� the OBA, Multi-Site Advertising, and/or Ad Delivery and Reporting activities 
undertaken by the member; 

�� what types of data are collected by the member; 
�� how such data will be used, including any transfer to a third party;
�� the types of PII and non-PII that may be merged; 

��� 7KH�1$,¶V�FRQVXPHU�ZHESDJH�¿UVW�ODXQFKHG�LQ�-XQH�������7KH������DYHUDJH�YLVLWV�WR�WKH�1$,¶V�HGXFDWLRQ�
page was 8,804 monthly visitors, which implies an annualized rate of approximately 105,000 total unique 
visitors for that year. 

�� See, e.g., KWWS���ZZZ�EOXHNDL�FRP�FRQVXPHUVBKRZGRHVLWZRUN�SKS (simple description of how OBA 
ZRUNV��KRZ�LW�EHQH¿WV�FRQVXPHUV��DQG�KRZ�FRQVXPHUV�FDQ�H[HUFLVH�FKRLFH�ZLWK�UHVSHFW�WR�2%$��� 
http://www.google.com/intl/en/privacy/tools.html (recently-updated privacy center providing easy-to-
understand content and links to privacy tools, including ad preference manager and “keep my opt outs,” and 
detailed privacy policies); http://choice.live.com/ (consumer education site, linked to from an icon served 
next to ads, with new video content explaining personalized advertising).

Visits to the NAI 
educational page were 
five times higher in 2011 
than they were in 2010.

http://www.bluekai.com/consumers_howdoesitwork.php
http://www.google.com/intl/en/privacy/tools.html
http://choice.live.com/
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�� an easy-to-use procedure for exercising opt-in or opt-out choice with respect to 
OBA data use; and 

�� the approximate length of time that data used for OBA, Multi-Site Advertising, 
and/or Ad Delivery and Reporting will be retained by the member company. 

Findings

7KH�1$,�&RGH�H[SUHVVO\�DOORZV�PHPEHUV�WKH�ÀH[LELOLW\�WR�SXUVXH�DQ\�GLVFORVXUH� 
DSSURDFK�VR�ORQJ�DV�LW�LV�FOHDU�DQG�FRQVSLFXRXV��7KLV�DSSURDFK�UHÀHFWV�)7&�JXLGDQFH�
encouraging such experimentation.���7KHUH�KDV�EHHQ�VLJQL¿FDQW�GLVFXVVLRQ�LQ�UHFHQW�
years about the optimal approach to informing users about the collection and use of 
LQIRUPDWLRQ�IRU�2%$��:HEVLWH�SULYDF\�SROLFLHV�KDYH�KLVWRULFDOO\�SURYLGHG�1$,�PHPEHUV�D�

scalable and consistent means of achieving notice across 
thousands of websites of varying size and complexity. 

In addition to notice in privacy policies, NAI members are 
now providing notice with the ads they serve through the 
DAA’s standard “Advertising Options Icon” (“the icon”) in 
an effort to bring greater visibility to their notices. Clicking 
on the icon brings consumers to an interstitial landing 
page. That page discloses the companies involved in 
selecting the ad and most often includes links to websites 
that explain how those companies collect, use, and protect 
data collected for OBA purposes. Although in-ad notice 
is not yet a requirement under the NAI Code, as of the 
writing of this report, at least 53 NAI member companies 

use, or support the use of, the icon.�� The large-scale deployment of the Advertising 
2SWLRQ�,FRQ�E\�1$,�PHPEHUV�DQG�RWKHUV�OHG�WR�D�VLJQL¿FDQW�ULVH�LQ�WUDI¿F�WR�WKH�1$,¶V�
opt-out site documented above, and to the DAA’s opt out page, aboutads.info. 

NAI staff found that all evaluated members include notices on their websites that 
DGHTXDWHO\�GHVFULEH�WKHLU�GDWD�FROOHFWLRQ��WUDQVIHU��DQG�XVH�SUDFWLFHV��,Q�������1$,�
member companies continued to work to make their consumer-facing disclosures easy 
WR�¿QG�DQG�HDV\�WR�FRPSUHKHQG��2Q�WKHLU�RZQ�ZHEVLWHV��PDQ\�PHPEHUV�XVH�SURPLQHQW�
tabs and buttons labeled “consumer information,” “privacy,” and “opt out.”���Clicking 
on such tabs brings users to pages that summarize member companies’ collection and 
use of data for OBA purposes, and provide prominent links to opt-out mechanisms. 
Although member companies continue to make strides in increasing the visibility 
and comprehensibility of their OBA notices and choice mechanisms, NAI staff used 
the compliance review to suggest further best practices improvements to members’ 
consumer-facing disclosures.

�� FTC Staff Report: Self-Regulatory Principles for Online Behavioral Advertising��DW��������DYDLODEOH�DW�
KWWS���ZZZ��IWF�JRY�RV���������3������EHKDYDGUHSRUW�SGI. 

�� NAI member companies that do not themselves display ads generally have no ability to display the icon. 
6RPH�PHPEHU�FRPSDQLHV�FDQ�QHYHUWKHOHVV�VXSSRUW�WKH�XVH�RI�WKH�LFRQ�LQ�YDULRXV�ZD\V��VXFK�DV�E\�FRQ¿JXULQJ�
their systems so as to permit others to display the icon on ads that are informed by OBA data but served by 
other parties. 

�� Examples of prominent consumer-facing disclosures are listed in Appendix D.

NAI Member companies 
increasingly provide 
notice to consumers 
directly in the ads they 
serve using the 
DAA’s Advertising 
Option icon:

http://www.aboutads.info
http://www2.ftc.gov/os/2009/02/P085400behavadreport.pdf
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,Q�LWV������FRPSOLDQFH�UHYLHZ��1$,�VWDII�DOVR�DVVHVVHG�PHPEHU�FRPSDQLHV¶�SURJUHVV�
in bringing their consumer-facing disclosures into compliance with the NAI’s new 
KHDOWK�WUDQVSDUHQF\�SROLF\��DGRSWHG�LQ�HDUO\������DW�WKH�VXJJHVWLRQ�RI�1$,�VWDII��� 
The health transparency policy requires member companies to disclose any “standard 
interest segments” that are based on health-related information. The policy adds a new 
requirement to disclose all health-related interest segments, even if they do not rise 
to the level of “precise information about past, present, or potential future health or 
medical conditions or treatments” for which member companies are required to obtain 
opt-in consent under the NAI Code.�� This policy recognizes that even when opt-in 
consent is not required under the Code, information inferred about interest in health-
related topics used for OBA nevertheless may factor into an individual’s decision about 

whether to opt out of targeting by a particular member 
company. Thus, for example, member companies may 
have interest segments associated with general health 
categories such as headaches, allergies, or diet and  
¿WQHVV�WKDW�ZRXOG�QRW�UHTXLUH�RSW�LQ�FRQVHQW�XQGHU�
the NAI Code, but would require disclosure under the 
transparency policy.

The health transparency policy, as it continues to roll 
RXW�DQG�EH�HQIRUFHG�LQ�������ZLOO�VHUYH�LPSRUWDQW�1$,�
policy goals. First, it will promote compliance with 
Code requirements by helping to ensure that member 
companies do not target users on the basis of precise 
health-related information without obtaining opt-

LQ�FRQVHQW��6HFRQG��LW�ZLOO�HQKDQFH�XVHU�FRQ¿GHQFH�WKDW�VHQVLWLYH�KHDOWK�UHODWHG�
information is not collected and used without their knowledge and consent. Third, the 
policy will help consumers to make more educated decisions about whether to opt out 
of the collection of data for OBA purposes by particular member companies, as the ad 
preference managers deployed by some member companies have already done.30 

'XULQJ�WKH������FRPSOLDQFH�UHYLHZ��1$,�VWDII�UHPLQGHG�PHPEHU�FRPSDQLHV�RI�WKH�QHZ�
policy and ensured that those companies that have “standard interest segments” related 
to health either already disclose those segments, or are on a commercially reasonable 
timeline to do so. Many companies are already in compliance with the policy, displaying 
FDWHJRULHV�VXFK�DV�³KHDOWK\�OLYLQJ�́ �³¿WQHVV�DQG�H[HUFLVH�́ �³FROG�DQG�ÀX�́ �³DOOHUJLHV�́ �
“headaches,” “vision,” “heartburn,” and “alternative medicine.”

��� ,Q�LWV������$QQXDO�&RPSOLDQFH�5HSRUW��1$,�VWDII�UHFRPPHQGHG�WKDW�PHPEHU�FRPSDQLHV�EH�UHTXLUHG�WR�
disclose publicly any standard segments used for OBA purposes that are based on health-related information. 
See������$QQXDO�&RPSOLDQFH�5HSRUW��supra�QRWH����DW�����,Q�������WKH�1$,�%RDUG�RI�'LUHFWRUV�DJUHHG�ZLWK�1$,�
staff’s suggestion and adopted the policy.

�� Thus, for example, if an NAI member company were to seek to market users on the basis of sensitive 
health conditions such as cancer or sexually transmitted diseases, the company would need to clearly explain 
WKDW�LQWHQW�DQG�WR�REWDLQ�RSW�LQ�FRQVHQW�IRU�WKDW�XVH��$�KHDOWK�WUDQVSDUHQF\�GLVFORVXUH�ZRXOG�QRW�VXI¿FH�IRU�WKH�
collection and use of such data.

30 See, e.g. http://33across.com/preferences.php (33Across); http://advertising.aol.com/advisibility (AOL); 
http://tags.bluekai.com/registry (Bluekai); http://exelate.com/consumer-opt-out/ (Exelate);  
http://www.google.com/ads/preferences/��*RRJOH���http://www.lotame.com/preference-manager (Lotame); 
KWWS���LQIR�\DKRR�FRP�SULYDF\�XV�\DKRR�RSWBRXW�WDUJHWLQJ�GHWDLOV�KWPO (Yahoo).

NAI member companies 
are bringing their 
consumer-facing 
disclosures into 
compliance with the  
NAI’s new health 
transparency policy.

http://33across.com/preferences.php
http://advertising.aol.com/advisibility
http://tags.bluekai.com/registry
http://exelate.com/consumer-opt-out/
http://www.google.com/ads/preferences/
http://www.lotame.com/preference-manager
http://info.yahoo.com/privacy/us/yahoo/opt_out/targeting/details.html
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Notice on Partner Websites

Standard 

In addition to providing notice and choice on their own websites, NAI members must 
require websites where they collect data for OBA or Multi-Site Advertising to post notice 
DQG�SURYLGH�FRQVXPHUV�D�PHDQV�RI�H[HUFLVLQJ�FKRLFH�ZLWK�UHJDUG�WR�2%$��6SHFL¿FDOO\��
VHFWLRQ�,,,���E��RI�WKH�1$,�&RGH�REOLJDWHV�PHPEHUV�WR�UHTXLUH�ZHEVLWHV�ZLWK�ZKLFK�WKH\�
contract for OBA or Multi-Site Advertising services to clearly and conspicuously post 
notice or ensure that notice is made available on the website where data are collected 
for OBA or Multi-Site Advertising purposes. Such notice must contain: 

�� a statement of fact that OBA and/or Multi-Site Advertising is occurring; 
�� a description of the types of data that are collected for OBA or Multi-Site 

Advertising purposes; 
�� an explanation of how and for what purposes that data will be used or transferred 

to third parties; and 
�� a conspicuous link to the OBA choice mechanism provided by the member, and/or 

the opt-out page on the NAI’s website. 

,Q�WKH�HYHQW�D�PHPEHU�LV�QRWL¿HG�RU�RWKHUZLVH�EHFRPHV�DZDUH�WKDW�D�FRQWUDFWHH�LV�LQ�
breach of these duties, the member is required to make reasonable efforts to enforce 
WKH�FRQWUDFW���1$,�&RGH���,,,���F����(YHQ�LQ�WKH�DEVHQFH�RI�D�FRQWUDFWXDO�UHODWLRQVKLS��
members are required to make reasonable efforts to ensure that all companies engaging 
in their OBA, Multi-Site Advertising, and/or Ad Delivery and Reporting furnish or require 
QRWLFHV�FRPSDUDEOH�WR�WKRVH�GHVFULEHG���1$,�&RGH���,,,���G���

Findings

,Q�LWV�¿UVW�DQQXDO�UHSRUW�LQ�������1$,�VWDII�IRXQG�LQVXI¿FLHQW�OHYHOV�RI�WKH�QRWLFH�UHTXLUHG�
by the NAI Code present on popular websites where OBA appeared to be occurring. As 
D�UHVXOW��LQ�������WKH�1$,�FRQYHQHG�D�ZRUNLQJ�JURXS�WKDW�GHYHORSHG�D�SXEOLVKHU�QRWLFH�
implementation guide which helped member companies to explain to their partners what 
the NAI is, why notice is important, and why NAI member companies impose contractual 
notice requirements on their website partners. NAI staff conducted training on the 
notice requirements and asked member companies to do more to ensure that notice and 
choice are present on sites where they engage in OBA. These efforts complimented the 
VLJQL¿FDQW�ZRUN�RI�WKH�'LJLWDO�$GYHUWLVLQJ�$OOLDQFH��ZKR�DGRSWHG�SULQFLSOHV�WKDW�IRU�WKH�
¿UVW�WLPH�UHTXLUHG�ZHEVLWH�SXEOLVKHUV�WR�SURYLGH�QRWLFH�RI�2%$�UHODWHG�GDWD�FROOHFWLRQ�
occurring on their sites, independent of any contractual requirement to post notice 
imposed by an NAI member company.31 

31 Section II.B of the DAA Principles, which governs website publishers as well as the third-party entities 
represented by NAI membership, requires that when data is collected from or used on a website for OBA 
purposes, the operator of the website include a clear, meaningful, and prominent link on the webpage where 
data is collected or used for such purposes that links to a disclosure that describes the OBA taking place, 
states the adherence to the Principles, and contains an opt-out mechanism. This disclosure is not necessary 
ZKHQ�HQKDQFHG�QRWLFH�LV�SURYLGHG�E\�WKH�WKLUG�SDUW\�SODFLQJ�WKH�DG��6HFWLRQ�,,�$����D��SURYLGHV�WKDW�WKLV�
enhanced notice may be provided either in or around the ad, or on the web page where data is collected. See 
Self-Regulatory Principles for Online Behavioral Advertising, supra note 17. 
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NAI staff’s analysis of popular websites suggests that these efforts have resulted in 
VLJQL¿FDQW�LPSURYHPHQWV��7KH�OHYHO�RI�QRWLFH�FRQFHUQLQJ�2%$�GDWD�FROOHFWLRQ�DQG�OLQNV�WR�
choice mechanisms present in “about our ads” or similar footer links and privacy policies 
RQ�WKH�PRVW�SRSXODU�ZHEVLWHV�KDV�LPSURYHG�GUDPDWLFDOO\�VLQFH�������

7KH������FRPSOLDQFH�UHYLHZ�IXUWKHU�GHPRQVWUDWHG�FRPSOLDQFH�ZLWK�WKH�1$,�&RGH¶V�
partner notice requirements. Evaluated member companies submitted provisions 
from their OBA contracts requiring advertising partners to display notice and choice.�� 
0HPEHUV�YHUL¿HG�WKDW�WKHVH�SURYLVLRQV�DUH�LQFOXGHG�LQ�WKHLU�VWDQGDUG�RSHUDWLQJ�FRQWUDFWV�
with partner sites. Member companies also described, and provided documentation 
for, their programs for monitoring and enforcing their partners’ contractual notice 
obligations. Such programs include initial vetting of partners to ensure that they 

provide notice and choice, routine checks of a selection 
of partner websites for the presence of notice and choice, 
and standard correspondence to remind partners of their 
notice obligations and to terminate a relationship if the 
partner refuses to post notice and choice. 

In addition to efforts to require partners to post notice in 
their privacy policies, NAI member companies have also 
continued to provide notice directly on the sites where 
they collect and use data for OBA in the ads they serve. 
$V�GHVFULEHG�LQ�WKH������DQG������&RPSOLDQFH�5HSRUWV��
NAI member companies, including Criteo, Fetchback, 
*RRJOH��0LFURVRIW��DQG�<DKRR��ZHUH�HDUO\�DGRSWHUV�RI�LQ�DG�

notice, deploying icons in the ads they served that, when clicked, provided information 
about who served the ad, and how to opt out.33�7KH�'$$�VLJQL¿FDQWO\�DGYDQFHG�WKHVH�
HIIRUWV�WR�SURYLGH�FOHDU�DQG�FRQVLVWHQW�PHVVDJLQJ�WR�XVHUV�DFURVV�WKH�ZHE�LQ�������ZKHQ�
it developed and adopted the Advertising Option Icon (shown on page 13, above) as 
D�VWDQGDUG�LQGXVWU\�LFRQ��7KURXJKRXW�������1$,�PHPEHUV�OLFHQVHG�WKH�'$$¶V�LFRQ�DQG�
began to deploy it on the ads they served. Today, evaluated NAI member companies 
overwhelmingly either use, or support the use of, the icon and are increasingly including 
it in targeted ads. 

CHOICE

Standard

NAI members are required to provide and honor an opt-out mechanism for the use 
of non-PII for OBA purposes. (Code § III.3(a)(i).)34 This opt-out mechanism must be 

�� In some instances, NAI staff found that evaluated member companies’ contractual language could 
more explicitly require notice and a choice mechanism for OBA practices. In such cases, NAI staff suggested 
improvements to the language, which member companies agreed to implement. NAI staff also advised some 
member companies to add notice and choice requirements to their form contracts even where notice and 
choice is not strictly required by the NAI Code.

33 See �����$QQXDO�&RPSOLDQFH�5HSRUW��supra QRWH����DW����������$QQXDO�&RPSOLDQFH�5HSRUW��supra note 1, 
at 14-15.

34 The NAI Code contemplates differing levels of consent for PII and for non-PII. See footnote 4, supra. Use 
of non-PII alone requires opt-out consent. Merger of non-PII with PII going forward (prospective merger) 
requires robust notice and an opt-out mechanism. (Code § III.3(a)(ii).) Merger of PII with previously-collected 

NAI staff found that the 
level of notice and choice 
for online behavioral 
advertising on popular 
websites has increased 
dramatically since 2009.
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available both on the member’s website and on the NAI consumer website. (Id.) If a 
member company were to use Sensitive Consumer Information for OBA, the NAI Code 
would require obtaining consumers’ opt-in consent for such use. (Code § III.3(a)(iv).) 
³6HQVLWLYH�&RQVXPHU�,QIRUPDWLRQ´�LV�GH¿QHG�WR�LQFOXGH�6RFLDO�6HFXULW\�1XPEHUV�DQG�
RWKHU�JRYHUQPHQW�LVVXHG�LGHQWL¿HUV��LQVXUDQFH�SODQ�QXPEHUV��¿QDQFLDO�DFFRXQW�QXPEHUV��
SUHFLVH�UHDO�WLPH�JHRJUDSKLF�ORFDWLRQ�GHULYHG�WKURXJK�*36�HQDEOHG�VHUYLFHV��DQG�SUHFLVH�
information about past, present, or potential future health or medical conditions or 
treatments. (Code § II.8.)

Findings

Provision of Opt-Out Mechanisms

As described above, consumers can opt out of collection of their data for OBA purposes 
by any or all NAI member companies on the NAI website. In addition, all evaluated 
member companies provide opt-out mechanisms on their own websites. Accordingly, 
each evaluated member company was found to meet its Code obligation to provide 
an opt-out mechanism on the NAI opt-out site and on its own website. As with notice, 
member companies have made their opt-out mechanisms increasingly easy to locate 
and to use, such as through prominent “opt out” buttons on their home pages and in 
their privacy policies. Nevertheless, NAI staff used the compliance review to encourage 
members to make their opt-out mechanisms increasingly prominent and user-friendly.35 

NAI staff regularly tests members’ opt-out mechanisms offered through the NAI opt-
out page and through aboutads.info to ensure that members’ opt-out tools are reliably 

DYDLODEOH��1$,�VWDII�YDVWO\�LQFUHDVHG�WKLV�WHVWLQJ�LQ�������
testing both pages multiple times per day, and as needed 
in response to consumer questions. NAI staff performs 
this testing from a user’s perspective, in an attempt to 
replicate the various conditions under which users may 
visit the opt-out pages and attempt to opt out. 

)RU�WKH������DQQXDO�FRPSOLDQFH�UHYLHZ��1$,�VWDII�
conducted further testing of evaluated members’ opt outs 
on the NAI opt-out page and on the members’ own sites. 

6SHFL¿FDOO\��1$,�VWDII�FKHFNHG�PHPEHUV¶�RSW�RXW�WRROV�WR�HQVXUH�WKDW�WKH\�VHW�DQ�RSW�
RXW�FRRNLH�ZLWK�DW�OHDVW�D�¿YH�\HDU�OLIHVSDQ��� and that users’ status was conveyed in an 
understandable fashion. In addition, NAI staff asked members to describe their internal 

non-PII for OBA purposes (retrospective merger) requires opt-in consent. (Code § III.3(a)(iii).) As explained 
below, infra�SDJH���±����QR�PHPEHU�FRPSDQLHV�FROOHFW�RU�XVH�3,,�IRU�2%$�SXUSRVHV��DQG�WKXV�QR�FRPSDQ\�ZDV�
UHTXLUHG�WR�REWDLQ�RSW�LQ�FRQVHQW�RU�WR�SURYLGH�UREXVW�QRWLFH�IRU�PHUJHU�RI�3,,�RU�QRQ�3,,�LQ�������7KLV�UHSRUW�
accordingly addresses evaluated member companies’ procedures for offering and honoring opt-out requests for 
the use of non-PII only.

35 In addition, all evaluated members have made their opt outs available on the cross-industry opt-out page, 
www.aboutads.info.

��� 1$,�SROLF\�UHTXLUHV�D�PLQLPXP�¿YH�\HDU�OLIHVSDQ�IRU�RSW�RXW�FRRNLHV�� 
See KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�IDTV�DVS�TXHVWLRQB��. In some cases, NAI staff found opt-
RXW�FRRNLHV�WKDW�IDLOHG�WR�DFFRXQW�IRU�OHDS�\HDUV��DQG�WKXV�ZHUH�RQH�RU�WZR�GD\V�VKRUW�RI�WKH�¿YH�\HDU�OLIHVSDQ�
UHTXLUHG�E\�1$,�SROLF\��:KHUH�WHFKQLFDOO\�IHDVLEOH��DIIHFWHG�PHPEHUV�XSGDWHG�WKHLU�RSW�RXW�FRRNLHV�WR�ODVW�WKH�
IXOO�¿YH�\HDUV�UHTXLUHG�E\�WKH�1$,�

NAI staff vastly increased 
its testing of members’ 
opt-out mechanisms in 
2011.

http://www.aboutads.info
http://www.networkadvertising.org/managing/faqs.asp#question_11
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processes for testing their opt-out mechanisms, and whether there had been any failures 
in opt-out functionality.

NAI staff found, on the whole, that evaluated member companies reliably provide opt-
out mechanisms and have good processes in place to support those mechanisms. NAI 
staff recognizes that no technical system is perfect, but nevertheless believes that 
members’ opt-out systems should have at least the same level of reliability as the 
V\VWHPV�PHPEHUV�XVH�WR�FROOHFW�GDWD�DQG�VHUYH�DGV��,Q�LWV������DQQXDO�FRPSOLDQFH�

report, NAI staff noted that while members generally 
have effective processes in place for ensuring the 
ongoing availability of their opt-out systems, those tools 
occasionally malfunctioned, particularly as a result of 
EDFN�HQG�FRQ¿JXUDWLRQ�FKDQJHV�37 In response to these 
¿QGLQJV��LQ�������1$,�VWDII�GUDIWHG�DQ�³RSW�RXW�EHVW�
practices document” that contains tips for ensuring 
maximum reliability and functionality of opt-out tools. 
NAI staff provided this document to all members and 
conducted training on its recommendations.  

As a result of increased testing and follow-up by NAI staff 
and members’ adoption of the recommendations set forth 
in the opt-out best practices document, NAI staff has 

observed an increase in the reliability of members’ opt-out cookies. In an effort to help 
ensure that members’ opt outs are even more reliable going forward, NAI staff plans to 
LQFUHDVH�DQG�IRUPDOL]H�LWV�WHVWLQJ�LQ�������1$,�VWDII�ZLOO�DOVR�FRQWLQXH�WR�SURSDJDWH�WKH�
opt out best practices document to member companies.   

Honoring Opt-Out Choices

NAI Testing

The NAI Code requires member companies not only to provide, but also to honor users’ 
opt-out choices. To this end, NAI staff regularly conducts automated and manual testing 
designed to ensure that opt-out choices are honored. This testing is designed to observe 
the collection and use of data, if any, with opt-out cookies present. NAI staff looks 
for evidence that unique user data is collected or that targeted ads are served by a 
company despite the presence of its opt-out cookie. NAI staff also seeks to ensure that 
opt-out cookies do not inadvertently expire during browsing sessions.38 

During the annual compliance review, NAI staff did further testing of each company’s 
opt-out functionality to help ensure that data collection for OBA ceased once an opt-
out cookie was set. In particular, NAI staff tested each company’s opt out to see if any 
cookies other than the opt-out cookie remained in the browser following an opt out,  
and if any new cookies were set when an opt-out cookie was present. In some cases, 

37 See �����$QQXDO�&RPSOLDQFH�5HSRUW��supra QRWH����DW�������

38 In particular, NAI staff conducts automated web crawls of approximately 150 popular websites in order  
to observe cookies being set by member companies. NAI staff then opts out of member companies and 
ensures that opt-out cookies are set. NAI staff repeats these web crawls to monitor cookie behavior with opt-
out cookies present. Additionally, NAI staff regularly performs manual testing by setting opt-out cookies and 
then web browsing, looking for evidence of interest-based or retargeted ads despite the presence of an opt- 
out cookie. 

In 2011, NAI staff 
developed and trained 
members on an “Opt Out 
Best Practices” document 
that provides tips for 
maximizing the reliability 
of opt-out systems.
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FRRNLHV�ZLWK�ZKDW�DSSHDUHG�WR�EH�XQLTXH�LGHQWL¿HUV�VXUYLYHG�D�XVHU¶V�RSW�RXW�UHTXHVW�� 
,Q�RWKHU�FDVHV��QHZ�FRRNLHV�ZLWK�XQLTXH�LGHQWL¿HUV�ZHUH�VHW�IROORZLQJ�DQ�RSW�RXW��,Q�
every such case, NAI staff asked member company representatives to explain the 
purpose of those cookies to ensure that they were not used for OBA purposes. NAI 
staff also sought to ensure that the cookies were necessary for a legitimate non-OBA 
purpose, such as counting unique users, frequency capping, or attribution. NAI staff 
UHFRPPHQGHG�H[SLULQJ�DOO�QRQ�VHVVLRQ�FRRNLHV�ZLWK�XQLTXH�LGHQWL¿HUV�IROORZLQJ�DQ�RSW�
out where possible.

NAI staff’s regular testing and compliance review demonstrated that, overall, members’ 
opt-out mechanisms are reliable and work as intended. However, as in previous years, 
NAI staff uncovered isolated issues with opt outs.�� Although each of these issues 
affected few users and was resolved quickly, NAI staff believes that more should be 
done to help ensure the constant and uninterrupted provision and honoring of opt-out 
choices. As noted above, NAI staff has already developed training materials concerning 
the importance of rigorous testing and quality assurance (“QA”) of opt-out systems. This 
training, NAI staff believes, will help member companies to catch glitches before they 
affect users. However, as described below, NAI staff believes that the NAI should also 
adopt additional programmatic responses to help prevent any opt-out malfunctions from 
occurring and to detect and correct any malfunctions that do occur as soon as possible.

Use of Non-Cookie Technologies

NAI policy prohibits the use of locally-stored objects (“LSOs”) like Flash cookies as well 
as browser cache for OBA, and for related purposes, including Ad Delivery & Reporting, 
and Multi-Site Advertising.40 To help ensure compliance with this policy, NAI staff 

required every evaluated member company to identify 
and explain the use of any technology other than standard 
KWWS�FRRNLHV��LQFOXGLQJ�)ODVK�FRRNLHV��FDFKH�¿OHV��H�WDJV��
RU�KLVWRU\�VQLI¿QJ��IRU�2%$��$G�'HOLYHU\�DQG�5HSRUWLQJ��
or Multi-Site Advertising purposes. All evaluated member 
FRPSDQLHV�DI¿UPHG�WKDW�WKH\�GR�QRW�XVH�DQ\�WHFKQRORJ\�
other than standard http cookies for those purposes.41 

However, before the NAI initiated its annual compliance 
review, one instance of non-compliance with NAI Code and 
policy was brought to the attention of NAI staff through 
researchers at Stanford’s Center for Internet and Society. 
7KRVH�DOOHJDWLRQV�FRQFHUQHG�WKH�XVH�RI�D�KLVWRU\�VQLI¿QJ�

VFULSW�E\�(SLF�0DUNHWSODFH��³(SLF´���:LWKLQ����KRXUV�RI�SXEOLFDWLRQ�RI�WKH�UHVHDUFKHUV¶�
¿QGLQJV��WKH�1$,�LQLWLDWHG�D�UHYLHZ��LQ�ZKLFK�(SLF�IXOO\�FRRSHUDWHG��7KDW�LQYHVWLJDWLRQ�

�� First, NAI staff uncovered three instances of member companies inadvertently beginning to conduct OBA 
on new domains before updating their opt-out mechanisms to cover those domains. In each case, NAI staff 
became aware of the issue shortly after it occurred, and promptly required the affected company to update its 
opt out and to disclose to users the need to renew their opt-out choices. Second, NAI staff discovered three 
instances in which opt-out cookies were accidentally deleted during unique browsing patterns as a result of 
bugs in the members’ systems. These bugs allowed targeting cookies to be set and used for OBA, though the 
1$,�RSW�RXW�VLWH�DQG�DERXWDGV�LQIR�ERWK�FRUUHFWO\�UHÀHFWHG�WKDW�WKH�XVHU�ZDV�QR�ORQJHU�RSWHG�RXW��

40 KWWS���ZZZ�QHWZRUNDGYHUWLVLQJ�RUJ�PDQDJLQJ�IDTV�DVS�TXHVWLRQB��. 

41 As an additional layer of compliance, NAI staff also regularly checks Flash storage for evidence of LSO use 
by members or their partners.

All evaluated member 
companies affirmed 
that they do not use 
technologies other than 
standard http cookies  
for OBA.

http://www.networkadvertising.org/managing/faqs.asp#question_19
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XOWLPDWHO\�FRQ¿UPHG�(SLF¶V�XVH�RI�D�KLVWRU\�VQLI¿QJ�VFULSW��DQG�DOVR�XQFRYHUHG�DGGLWLRQDO�
IDFWV��7KH�1$,�SXEOLVKHG�WKH�UHVXOWV�RI�LWV�UHYLHZ�LQ�2FWREHU��DQG�VXPPDUL]HV�LWV�¿QGLQJV�
again here.�� 

7KH�1$,�IRXQG�WKDW�(SLF��WKURXJK�D�OHJDF\�DGYHUWLVLQJ�V\VWHP�DFTXLUHG�IURP�7UDI¿F�
0DUNHWSODFH��GHSOR\HG�D�KLVWRU\�VQLI¿QJ�VFULSW�RYHU�DW�OHDVW�D�WZR�\HDU�SHULRG�SULRU�
WR�-XO\��������2Q�EURZVHUV�WKDW�DOORZHG�LW��WKH�VFULSW�XVHG�EURZVLQJ�KLVWRU\�WR�DVVLJQ�
interest segments for advertising targeting, and also to verify the quality of data 
provided by third-party data providers. The review found that where users had opted 

out of OBA by the company, data gathered through the 
KLVWRU\�VQLI¿QJ�VFULSW�ZDV�QRW�VWRUHG�RU�XVHG��+RZHYHU��
the company did not adequately disclose its use of the 
script to consumers, or to the NAI in the course of its 
annual compliance reviews. The NAI ultimately concluded 
WKDW�³(SLF�0DUNHWSODFH¶V�XVH�RI�D�KLVWRU\�VQLI¿QJ�VFULSW��
and failure to fully disclose this practice to consumers 
and during its compliance reviews, was inconsistent 
with the NAI Code and NAI policy.”43 As a result, the NAI 
is requiring Epic to undergo annual audits performed 
by an independent third party to help ensure that the 
technologies it uses for advertising purposes provide users 
an appropriate degree of transparency and control under 

WKH�1$,�&RGH��WKDW�KLVWRU\�VQLI¿QJ�LV�QRW�RFFXUULQJ�DQG�WKDW�QR�KLVWRU\�VQLI¿QJ�GDWD�LV�
being collected, stored, or used by Epic’s systems; and that Epic otherwise is continuing 
to comply with NAI requirements.

NAI Staff Recommendations for the Provision of Opt-Out Mechanisms and  
Honoring User Choice

In light of the isolated opt-out issues described above as well as the Epic matter, NAI 
staff believes that the NAI should adopt additional programmatic measures to help 
ensure that user choice is reliably and fully honored. First, NAI staff recommends that 
WKH�1$,�LQFUHDVH�LWV�WHFKQLFDO�PRQLWRULQJ�RI�PHPEHU�FRPSDQLHV�LQ�������)RU�H[DPSOH��
NAI staff believes the NAI could use newly developed tools (similar to those employed 
by the Stanford researchers) to strengthen the NAI’s compliance review process. NAI 
staff continues to evaluate new options for its technical monitoring toolbox, including 
technologies developed by independent researchers and other providers in the self-
regulatory space. NAI staff believes that enhanced technical monitoring, combined with 
the annual review processes, will help ensure that users are provided transparency and 
meaningful choice in a manner consistent with the NAI Code. 

NAI staff also recommends that all NAI members be required to report the domains  
they use for OBA purposes on a regular basis. This will help ensure that NAI staff is 
aware of all domains used by member companies for OBA and that member companies’ 
opt outs are effective on every such domain. This registry, in conjunction with increased 
technical monitoring by the NAI, will help ensure that users’ choices are consistently and 
reliably honored.

�� See KWWS���QDLEORJ�RUJ���������DQ�XSGDWH�RQ�QDL�FRPSOLDQFH�. 

43 In response to the NAI’s review, Epic ceased its use of the script, deleted all data obtained using the 
script, and acknowledged that its conduct did not meet self-regulatory standards. 

NAI staff recommends 
that the NAI adopt 
additional measures for 
ensuring that opt out 
choices are consistently 
and reliably honored.

http://naiblog.org/2011/10/an-update-on-nai-compliance/
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Opt-In Consent for Sensitive Consumer Data

NAI staff found no evaluated members using or seeking to use sensitive consumer data 
DV�GH¿QHG�E\�WKH�1$,�&RGH�IRU�2%$�SXUSRVHV��7KH�FRPSOLDQFH�SURFHVV�GHPRQVWUDWHG�
that evaluated member companies have a uniformly high awareness of the sensitivity 
of this data, and have protections in place to ensure that it is not collected or used for 
OBA. Accordingly, no NAI member company is currently seeking to obtain opt-in consent 
to use sensitive consumer information for OBA. As explained above,44 some member 
companies do target users on the basis of general interest in health-related subjects, 
such as “cold and allergies.” Such segments do not require opt-in consent under the NAI 
Code, but do require disclosure under the NAI’s new health transparency policy.

PERSONALLY IDENTIFIABLE INFORMATION (PII) 

Standard

The NAI Code imposes a host of restrictions designed to ensure that PII is not used for 
OBA purposes, and that non-PII is not merged with PII for OBA purposes.45 First, the 
NAI Code imposes heightened notice requirements for the use of PII: merger of non-
PII with PII going forward (prospective merger) requires robust notice and an opt-out 
mechanism. (Code § III.3(a)(ii)), and merger of PII with previously-collected non-PII 
for OBA purposes (retrospective merger) requires opt-in consent (Code § III.3(a)(iii)). 
Second, the Code forbids member companies from collecting PII for OBA purposes in 
the absence of a contractual relationship with the company. (NAI Code § III.4(c).) Third, 
the NAI Code provides that if a member changes its own privacy policy with regard 
to PII and merger with non-PII for OBA purposes, prior notice must be posted on the 
member’s website, and any material change shall only apply to data collected following 
the change in policy (NAI Code § III.4(d)); further, if data is collected under a privacy 
policy that states that data would never be merged with PII, such data may not be 
later merged with PII in the absence of opt-in consent from the consumer. (NAI Code 
§ III.4(e).) Fourth, NAI members must contractually require any third parties to which 
they provide PII for OBA or Multi-Site Advertising to adhere to applicable provisions of 

the NAI Code. (NAI Code § III.5(a).) Fifth, members are 
required to provide consumers with reasonable access 
to PII, and other information associated with that PII, 
retained by the member for OBA or Multi-Site Advertising 
SXUSRVHV���1$,�&RGH���,,,���D���

Findings

The NAI Code establishes strong disincentives to collecting 
PII or allowing non-PII to be merged with PII for OBA 

purposes. As a result, no evaluated member company intentionally collects PII for OBA 
purposes. NAI members, moreover, set up robust mechanisms for ensuring that they do 
not collect PII for OBA purposes. First, evaluated member companies contractually forbid 
data providers and other parties from passing PII to them. Second, NAI members design 

44 See supra page 14.

45� )RU�GH¿QLWLRQV��see footnote 5.

NAI staff found no 
evaluated members using 
or seeking to use PII for 
OBA purposes.
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WKHLU�V\VWHPV�WR�HQVXUH�WKDW�DQ\�3,,�WKDW�LV�LQDGYHUWHQWO\�FROOHFWHG�³IDOOV�RQ�WKH�ÀRRU´�
and is not stored or used for OBA purposes. 

Because no evaluated member company intentionally collects PII and all evaluated 
member companies have controls in place to prevent the collection and storage of PII for 
OBA purposes, no evaluated member company currently seeks to obtain opt-in consent 
to use PII for OBA or is required to provide access to PII and related OBA data. NAI 
VWDII¶V�UHYLHZ�UHYHDOHG�QR�FRPSOLDQFH�GH¿FLHQF\�ZLWK�UHVSHFW�WR�DQ\�SURYLVLRQV�RI�WKH�
Code related to PII.

USE LIMITATIONS

Children

Standard

7KH�1$,�&RGH�SURKLELWV�WKH�XVH�RI�QRQ�3,,�RU�3,,�WR�FUHDWH�2%$�VHJPHQWV�VSHFL¿FDOO\�
WDUJHWHG�DW�FKLOGUHQ�XQGHU����ZLWKRXW�YHUL¿DEOH�SDUHQWDO�FRQVHQW���1$,�&RGH���,,,���D���

Findings

The NAI Code goes beyond the requirements of the existing COPPA Rule to require 
YHUL¿DEOH�SDUHQWDO�FRQVHQW�IRU�WKH�XVH�RI�QRQ�3,,��VXFK�DV�XQLTXH�LGHQWL¿HUV�VWRUHG�LQ�
cookies, used to create segments targeted at children under 13. None of the evaluated 
members were found to create segments targeting children under thirteen, and NAI 
VWDII¶V�UHYLHZ�DFFRUGLQJO\�UHYHDOHG�QR�FRPSOLDQFH�GH¿FLHQF\�ZLWK�UHVSHFW�WR�WKLV�
provision of the Code. Evaluated member companies are aware of the sensitivity of data 
related to children, and have processes and procedures in place to ensure that segments 
VSHFL¿FDOO\�WDUJHWHG�DW�FKLOGUHQ�XQGHU�WKLUWHHQ�DUH�QRW�FUHDWHG�RU�XVHG��

Marketing Purposes

Standard

Under the NAI Code, members directly engaged in OBA are prohibited from using, 
or allowing the use of, OBA segments other than for marketing purposes. (NAI Code 
��,,,���E����³0DUNHWLQJ�3XUSRVHV´�LV�GH¿QHG�DV�³DQ\�DFWLYLW\�XQGHUWDNHQ�WR�FROOHFW��
aggregate, analyze, maintain, update, or sell information in order to tailor content or 
services that allows or induces consumers to take action to purchase, rent, or exchange 
products, property or services, to solicit a charitable donation, to utilize market research 
RU�PDUNHW�VXUYH\V��RU�WR�SURYLGH�YHUL¿FDWLRQ�VHUYLFHV�WR�PDUNHWHUV�́ ��1$,�&RGH���,,����

Findings

Like the DAA’s recently-announced “Self-Regulatory Principles for Multi-Site Data,”�� 
WKH�1$,�&RGH�KDV�VLQFH������IRUELGGHQ�PHPEHU�FRPSDQLHV�IURP�XVLQJ��RU�DOORZLQJ�WKH�
use of, data collected for OBA for purposes such as employment, credit, and insurance 

�� See Digital Advertising Alliance, Self-Regulatory Principles for Multi-Site Data, section II, available at 
http://www.aboutads.info/resource/download/Multi-Site-Data-Principles.pdf. 

http://www.aboutads.info/resource/download/Multi-Site-Data-Principles.pdf
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eligibility. None of the evaluated members were found to use, or allow the use of, 
2%$�GDWD�IRU�DQ\�SXUSRVHV�RWKHU�WKDQ�PDUNHWLQJ�DV�GH¿QHG�E\�WKH�1$,�&RGH��0HPEHU�
companies report having contractual provisions and other processes in place to limit 
the use of their data to marketing-related purposes only. NAI staff’s review revealed no 
FRPSOLDQFH�GH¿FLHQF\�ZLWK�UHVSHFW�WR�WKLV�SURYLVLRQ�RI�WKH�&RGH��

TRANSFER OF NON-AGGREGATE, NON-PII

Standard

:KHQ�PHPEHUV�SURYLGH�QRQ�DJJUHJDWH�QRQ�3,,�WR�WKLUG�SDUWLHV�WR�EH�PHUJHG�ZLWK�3,,�
possessed by the third parties for OBA or Multi-Site Advertising services, they must 

contractually require the third parties to adhere to 
applicable provisions of the Code. (NAI Code § III.5(b).)

Findings

This provision of the Code governs data that is not PII, 
and is not aggregated before being shared with another 
party, and thus is user-level non-PII. No evaluated 
members were found to share user-level non-PII with 
the intent of it being merged with PII. Most member 
companies do not share user-level data with anyone other 
than service providers. Those companies that do share 
user-level data with third parties generally contractually 
forbid receiving parties from merging the data with PII.47 

NAI staff’s review of those contractual provisions and members’ internal policies with 
respect to the sharing of user-level non-PII demonstrate that members seek to ensure 
that such data is not merged with PII and is protected in accordance with the NAI Code. 

OBTAINING DATA FROM RELIABLE SOURCES

Standard

Members are required to make reasonable efforts to ensure that they are obtaining data 
for OBA, Multi-Site Advertising, and/or Ad Delivery and Reporting from reliable sources. 
(NAI Code § III.7(a).)

Findings

Upon review of members’ responses to the NAI questionnaire and supporting materials, 
1$,�VWDII�IRXQG�QR�FRPSOLDQFH�GH¿FLHQF\�ZLWK�UHVSHFW�WR�WKH�UHTXLUHPHQW�WKDW�

47 Most member companies involved in sharing or selling user-level non-PII data also contractually require 
the receiving party to use the data only for marketing purposes, forbid the receiving party from further 
transferring the data, and require the receiving party to provide adequate protection for the data. Though 
not strictly required by the Code, NAI staff believes these measures help ensure compliance with the Code, 
and are consistent with the FTC’s Privacy-By-Design recommendations and the Department of Commerce’s 
proposed Fair Information Practices Principles. 

The NAI Code forbids 
member companies from 
using, or allowing the 
use of, OBA segments 
for purposes such as 
employment, credit, and 
insurance eligibility.
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members make reasonable efforts to ensure that the data they obtain for OBA, Multi-
Site Advertising, and/or Ad Delivery and Reporting come from reliable sources. Most 
members obtain such data only from other NAI members that are bound by the NAI 
Code, from companies that are applying to become NAI members and are bringing their 
practices into alignment with the NAI Code, and from companies that are part of the 
DAA’s self-regulatory program. Some members report obtaining OBA data from entities 
that are not NAI or DAA members. Those members report conducting due diligence on 
WKRVH�VRXUFHV�±�LQFOXGLQJ�UHYLHZ�RI�WKH�VRXUFHV¶�SULYDF\�SUDFWLFHV�DQG�ZKHWKHU�WKH�GDWD�
ZDV�REWDLQHG�ZLWK�DSSURSULDWH�GLVFORVXUH�DQG�FRQVHQW�±�LQ�RUGHU�WR�KHOS�YHULI\�WKDW�LW�LV�
complete, accurate, and obtained with any required consent.

SECURITY

Standard

Members that collect, transfer, or store data used in OBA, Multi-Site Advertising, and/or 
Ad Delivery and Reporting are required to provide reasonable security for that data. (NAI 
Code § III.8(a).)

Findings

1$,�VWDII¶V�UHYLHZ�UHYHDOHG�QR�FRPSOLDQFH�GH¿FLHQFLHV�ZLWK�UHVSHFW�WR�PHPEHUV¶�
obligation to provide reasonable security for data used for OBA, Multi-Site Advertising, 
and/or Ad Delivery and Reporting. NAI staff reviewed member companies’ descriptions 
of their security policies and protections, in order to establish that the member 
companies had conducted an appropriate evaluation of the technological, administrative, 
and physical protections for data subject to the NAI Code.48 

DATA RETENTION

Standard

Members engaged in OBA, Multi-Site Advertising, and/or Ad Delivery and Reporting are 
UHTXLUHG�WR�UHWDLQ�GDWD�FROOHFWHG�RQO\�DV�ORQJ�DV�QHFHVVDU\�WR�IXO¿OO�D�OHJLWLPDWH�EXVLQHVV�
QHHG��RU�DV�UHTXLUHG�E\�ODZ���1$,�&RGH���,,,���D���

Findings

NAI staff’s evaluation of the periods for which members report retaining data for NAI-
related purposes found that member companies articulated legitimate business needs 
for their retention practices. As in previous years, where companies reported longer-
than-average retention periods or set targeting cookies with long lifespans, NAI staff 
asked members about the reasons for such retention and reminded members of the 
need to keep pace with evolving best practices, including minimizing the data retained. 
In the vast majority of such cases, the member companies agreed to shorten their 
cookie lifespans or other data retention periods. NAI staff also found isolated instances 

48 The NAI’s review process under the Code did not function as a formal audit of data security, although any 
such audits undertaken by member companies were considered as part of the review process. 
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NAI staff found that 
evaluated NAI member 
companies take 
appropriate measures 
under the Code to 
protect OBA data.

of unclear and potentially inaccurate retention statements. In those cases, NAI staff 
advised the companies to clarify their written disclosures or to change their practices to 

fully match their disclosures, and the member companies 
agreed to make those changes. 

CONSUMER COMMUNICATIONS

Standard

NAI members are required to maintain a centralized 
mechanism linked to the NAI website to receive consumer 
questions or complaints relating to members’ compliance 
ZLWK�WKH�&RGH���1$,�&RGH���,9���D����1$,�PHPEHUV�DOVR�

are required to respond to and make reasonable efforts to resolve questions implicating 
their compliance with the NAI Code within a reasonable period of time. (NAI Code § 
,9���E����7KH�1$,�LV�UHTXLUHG�WR�³SURGXFH�DQ�DQQXDO�VXPPDU\�RI�WKH�QDWXUH�DQG�QXPEHU�
of consumer complaints received, the nature and number of complaints that were 
escalated to membership and the nature and number of matters referred to the Board, 
specifying the name of companies, if any, that were sanctioned for failure to remedy 
compliance defects.”��

Findings

The NAI website contains a form, phone numbers, postal addresses, and email 
addresses, all of which permit consumers to submit questions or complaints relating 
WR�PHPEHUV¶�FRPSOLDQFH�ZLWK�WKH�&RGH�DV�UHTXLUHG�E\�1$,�&RGH���,9���D���,Q�DGGLWLRQ��
NAI staff ensured that all evaluated member companies also provide mechanisms for 
consumer complaints or questions on their own websites. 

7KH�1$,�¿HOGV�WKRXVDQGV�RI�FRQVXPHU�LQTXLULHV�HDFK�\HDU��7KH�YDVW�PDMRULW\�RI�WKHVH�
communications have no discernible topic or pertain to issues not within the scope of the 
NAI’s mission. Of those that do pertain to the NAI’s mission, most concern consumers 
requesting assistance in opting out. NAI staff regularly assists consumers with those 
questions and concerns. 

NAI staff continuously monitor all consumer communications for the purpose of 
identifying possible technical issues with member companies’ opt outs or the NAI opt-
RXW�SDJH��DQG�WR�HYDOXDWH�FUHGLEOH�FODLPV�RI�FRPSOLDQFH�GH¿FLHQFLHV�RQ�WKH�SDUW�RI�
NAI members. Consumer communications accordingly serve to supplement the NAI’s 
RZQ�WHVWLQJ�RI�PHPEHUV¶�RSW�RXW�WRROV��,Q�������WKH�1$,�UHFHLYHG�D�WRWDO�RI�VHYHQ�
complaints, relating to two issues of potential material non-compliance with the NAI 
Code. In both cases, NAI staff followed up with the affected member companies, who 
promptly addressed the issues. No consumer communications presented complaints of 
noncompliance with the NAI Code that required formal escalation to individual member 
companies or to the NAI Board.50 NAI staff believes that all complaints raised by 
FRQVXPHUV�LQ������WKDW�DUH�FRQGXFLYH�WR�UHVROXWLRQ�KDYH�QRZ�EHHQ�UHVROYHG�

�� See�1$,�&RPSOLDQFH�3URJUDP�&RPSODLQW�3URFHVV��DW����DYDLODEOH�DW� 
KWWS���QHWZRUNDGYHUWLVLQJ�RUJ�QDLBFUBFRQVXPHUBFRPSODLQWBGHWDLO�SGI.

50 The Epic matter was referred to the NAI Board and resulted in sanctions, as discussed above. That matter 
was brought to the attention of the NAI through a CIS blog post, not a consumer communication.

http://networkadvertising.org/nai_cr_consumer_complaint_detail.pdf
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CONCLUSION

NAI staff believes that evaluated member companies are, on the whole, highly 
committed to the NAI’s self-regulatory framework. Representatives of the evaluated 
members expressed commitment to, and a desire to learn from, the compliance process, 
and were anxious for further guidance from the NAI on how to best align their business 
SUDFWLFHV�ZLWK�WKH�1$,�&RGH��:LWK�YHU\�IHZ�H[FHSWLRQV��HYDOXDWHG�PHPEHU�FRPSDQLHV�
promptly implemented suggested changes in practice. 

1$,�VWDII�ORRNV�IRUZDUG�WR�FRQWLQXLQJ�WR�ZRUN�ZLWK�PHPEHU�FRPSDQLHV�LQ������WR�IXUWKHU�
develop best practices for the collection and use of data for OBA. NAI staff believes 
that adoption of the recommendations set forth in this report with respect to technical 
monitoring and required reporting of domains used for OBA will further strengthen the 
1$,¶V�FRPSOLDQFH�SURFHVV�DQG�VHOI�UHJXODWLRQ�DV�D�ZKROH�LQ�������7R�VXSSOHPHQW�WKLV�
increased monitoring and to ensure that the NAI can continue to do effective compliance 
despite its growing membership, the NAI plans to augment its compliance resources in 
������0RUH�WKDQ����FRPSDQLHV�ZLOO�EH�HOLJLEOH�IRU�WKH�DQQXDO�FRPSOLDQFH�UHYLHZ�LQ�������
DQ�LQFUHDVH�RI�PRUH�WKDQ�RQH�WKLUG�RYHU�WKH�QXPEHU�RI�FRPSDQLHV�UHYLHZHG�LQ�������
By increasing the number of staff dedicated to compliance and adopting monitoring 
resources, the NAI will continue to provide effective self-regulation of OBA.
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APPENDIX A

MEMBER COMPANIES REVIEWED IN 2011:

[x + 1]

�����5HDO�0HGLD

33 Across

Adara Media 

Adbrite

Adchemy

Adconion

Cox Digital Solutions (formerly Adify)

Admeld

Aggregate Knowledge

Akamai

AOL Advertising

AudienceScience

Batanga

Bizo

BlueKai

Brilig

Burst Media

Buysight (formerly Permuto)

Casale

Collective Media

Criteo

Datalogix (formerly Nextaction)

Data Xu

Datonics (formerly AlmondNet)

Dotomi

Dedicated Networks

Exelate

Fetchback

Fox Audience Network (now part of 
Rubicon Project)

*ODP�0HGLD

*RRJOH

iBehavior

interCLICK

Invite Media

Lotame

0HGLD�'HJUHHV

Media Math 

Microsoft Advertising (including Atlas 
Solutions)

Mindset Media

Netmining

Owner IQ

Red Aril

Rich Relevance

Rocket Fuel

6SHFL¿F�0HGLD

7UDI¿F�0DUNHWSODFH

Targus

Tribal Fusion

Tumri

Turn

Undertone Networks

Valueclick (including Mediaplex)

Vibrant Media

Videology (formerly Tidal TV)

:DOO�6WUHHW�RQ�'HPDQG��QRZ�0DUNLW�

Xgraph

<DKRR���LQFOXGLQJ�'DSSHU�

Yume

�4XDQWFDVW��ZKLFK�ZDV�UHYLHZHG�LQ�������KDV�ZLWKGUDZQ�IURP�PHPEHUVKLS�LQ�WKH�1$,�DQG�WKXV�ZDV�QRW�
LQFOXGHG�LQ�WKH������UHYLHZ��See http://www.quantcast.com/learning-center/faqs/faq/#what

http://www.quantcast.com/learning-center/faqs/faq/#what
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APPENDIX B

MEMBER COMPANIES ADMITTED TO THE NAI IN 2011:

Adap.tv

AdBlade

AddThis (Clearspring)

Aperture (Datran Media/Pulsepoint)

AppNexus

Brightroll

Chango

Channel Intelligence

Cognitive Match

Crosspixel Media

Eyewonder

EZTarget Media

,'*�7HFK�1HWZRUN

Legolas Media

Magnetic

Maxpoint Interactive

MediaMind

7KH�0HGLD�,QQRYDWLRQ�*URXS��0,*�

Mixpo

3XOVH����

RadiumOne

The Rubicon Project

ShareThis

SteelHouse

TruEffect
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APPENDIX C

TOPICS COVERED IN 2011 WRITTEN COMPLIANCE QUESTIONNAIRE
�� Descriptions of any business practices involving the collection and use of data for 

OBA, Multi-Site Advertising, or Ad Delivery and Reporting purposes, including any 
new lines of business acquired or launched in the previous year;

�� Description of efforts to educate consumers about OBA practices and the choices 
DYDLODEOH�WR�WKHP�XQGHUWDNHQ�LQ������

�� A list of all URLs controlled by the company where the company provides notice 
of its data collection and use practices;

�� Representative provisions of contracts with website publishers and other partners 
requiring NAI-compliant notice and choice; 

�� Methods of ensuring that partners engaging in the member’s OBA and Multi-Site 
Advertising practices include NAI-required notice and choice through contract 
enforcement or otherwise;

�� A technical description of the member’s OBA opt-out mechanism, including 
its location, functionality, and testing procedures, as well as procedures for 
responding to a malfunction of the opt out, and any malfunctions in the opt-out 
tool that have occurred;

�� The duration of all opt-out cookies set by the company;
�� A description of all cookies that the company continues to set following an  

opt out, the purpose of such cookies, and the nature of the data collected by  
such cookies;

�� :KHWKHU�WKH�PHPEHU�XVHV�DQ\�PHDQV�RWKHU�WKDQ�VWDQGDUG�KWWS�FRRNLHV�WR�
identify or track users;

�� :KHWKHU�WKH�FRPSDQ\�HQFRXQWHUHG�DQ\�PDWHULDO�RSW�RXW�IDLOXUHV�LQ�WKH� 
previous year;

�� Contracts, processes, and controls governing any sharing of data used for OBA or 
Multi-Site Advertising;

�� Contracts, processes, and controls governing any acquisition of data used for OBA 
or Multi-Site Advertising from third parties; 

�� For any member companies that acquire PII about consumers, their processes for 
segregating PII data from OBA data and for isolating interest segments derived 
from such data prior to use for OBA purposes;

�� How data used for OBA, Multi-Site Advertising, or Ad Delivery and Reporting is 
stored, how long it is retained, and for what purposes it is retained;

�� :KHWKHU�WKHUH�LV�DQ\�XVH�RI�VHQVLWLYH�FRQVXPHU�LQIRUPDWLRQ�DV�GH¿QHG�E\�WKH�1$,�
Code for OBA or Multi-Site Advertising, and what policies and processes exist to 
obtain opt-in consent and otherwise govern any such use;

�� :KHWKHU�WKH�FRPSDQ\�XVHV�DQ\�KHDOWK�UHODWHG�LQWHUHVW�VHJPHQWV�IRU�2%$��
regardless of whether they are considered sensitive under the NAI Code; 
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�� :KHWKHU�WKH�PHPEHU�KDV�DQ\�2%$�VHJPHQWV�WDUJHWHG�DW�FKLOGUHQ�XQGHU����
�� Descriptions of the policies and practices designed to provide security for data 

used for OBA, Multi-Site Advertising, or Ad Delivery and Reporting;
�� Descriptions of the mechanisms available to consumers to submit questions or 

concerns with respect to notice and choice for OBA or NAI compliance, and how 
any such questions or concerns are handled;

�� Representative samples of non-public marketing materials and training materials 
relating to OBA; and

�� Descriptions of any complaints relating to NAI compliance and the resolution of 
such complaints.



32

2011 Annual Compliance Report

APPENDIX D

PRIVACY “CENTERS”

http://33across.com/preferences.php 

http://privacy.aol.com/ 

http://www.google.com/intl/en/privacy/

http://www.lotame.com/privacy 

http://privacy.microsoft.com/en-us/
default.mspx

http://info.yahoo.com/privacy/us/yahoo/
details.html

SITES WITH PROMINENT 
“PRIVACY” LINKS IN HEADERS

http://www.xplusone.com/ 

http://www.aggregateknowledge.com/

http://www.adaramedia.com/ 

http://www.adconion.com/us/index.html 

http://www.admeld.com/ 

http://www.casalemedia.com/ 

http://datalogix.com/ 

KWWS���PHGLD�GHJUHHV�FRP� 

http://www.redaril.com/ 

http://www.turn.com/ 

http://www.undertone.com/ 

http://www.xgraph.com/ 

SITES WITH STAND-ALONE OPT-
OUT BUTTONS

KWWS���ZZZ����UHDOPHGLD�FRP

http://33across.com/

http://www.brilig.com/ 

www.burstmedia.com

http://www.buysight.com/

http://datonics.com/

www.fetchback.com

http://www.interclick.com/ 

http://www.invitemedia.com/ 

KWWS���PHGLD�GHJUHHV�FRP� 

http://www.mindset-media.com

http://www.netmining.com/ 

http://www.owneriq.com/ 

http://www.richrelevance.com/ 

http://www.undertone.com/

http://www.videologygroup.com/

http://www.xgraph.com/

“CONSUMER” TABS

http://33across.com/

http://www.audiencescience.com/

http://www.bluekai.com/

http://www.dotomi.com/

http://datonics.com/

exelate.com

“AD CHOICES”/ “ABOUT OUR ADS” 
LINKS IN FOOTERS

http://www.batanganetwork.com/

http://www.bizo.com/home

http://www.epicmarketplace.com/

http://glammedia.com 

http://rocketfuel.com/ 

http://www.valueclickmedia.com

http://33across.com/preferences.php
http://privacy.aol.com/
http://www.google.com/intl/en/privacy/
http://www.lotame.com/privacy
http://privacy.microsoft.com/en-us/default.mspx
http://privacy.microsoft.com/en-us/default.mspx
http://info.yahoo.com/privacy/us/yahoo/details.html
http://info.yahoo.com/privacy/us/yahoo/details.html
http://www.xplusone.com/
http://www.aggregateknowledge.com/
http://www.adaramedia.com/
http://www.adconion.com/us/index.html
http://www.admeld.com/
http://www.casalemedia.com/
http://datalogix.com/
http://media6degrees.com/
http://www.redaril.com/
http://www.turn.com/
http://www.undertone.com/
http://www.xgraph.com/
http://www.247realmedia.com
http://33across.com/
http://www.brilig.com/
http://www.burstmedia.com
http://www.buysight.com/
http://datonics.com/
http://www.fetchback.com
http://www.interclick.com/
http://www.invitemedia.com/
http://media6degrees.com/
http://www.mindset-media.com
http://www.netmining.com/
http://www.owneriq.com/
http://www.richrelevance.com/
http://www.undertone.com/
http://www.videologygroup.com/
http://www.xgraph.com/
http://33across.com/
http://www.audiencescience.com/
http://www.bluekai.com/
http://www.dotomi.com/
http://datonics.com/
http://exelate.com
http://www.batanganetwork.com/
http://www.bizo.com/home
http://www.epicmarketplace.com/
http://glammedia.com
http://rocketfuel.com/
http://www.valueclickmedia.com
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